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Smart Screen
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Windows protected your PC
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Secure Boot
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Existing Boot (015
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The BIOS starts any OS loader, even malware
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Secure Boot Native UEFI Verified 0s
in Windows 8 2.3.1 os&.ﬁ;;der Start

UEFI will only launch a verified OS loader - such as in
Windows 8

Malware cannot switch the boot loader
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Metro style app process | Runtime broker process
(AL AL : AppContainer ) (BEMHELAJL : Medium)

k T7A4ILDA—T>

WInRTIZCOM%
FIALT
Jo—h—&@EfE

NGDIEE
cZTJavy

Capability NG
DFTvH

BEEDOpenFilefFED 5%
| 7T el
X BAMLALIZEST
v

/

L<HBRENS

OS Services (OpenFile APIZE)

% WInRT - -+ Windows Runtime, Metro style appm ¥ B3 4API,



FFR{
Windows Exploit Mitigations

%(@Explmtlﬁl]’i?ﬁﬂﬂb‘aﬂﬂ BIIENTLNS,
Enhanced /GS

— Sealed Optimization

— Virtual Table Guard

— ASLR Enhancement

— Heap Protection Enhancement

— Kernel Enhancement

NBIZDULNTIL., ZElDMonthly Research TEELSHKBIT T E




FFRI
\
F&6

Windows 8[ZI. WEFETIZHWZL DX T1HEBEN BN T
BEXFEDExploitH M TIL,. MEAKYELLGH>TETLNS
LML, i 5E DT LA EBINESN LT H=-HEHEDREEES

— http://www.itmedia.co.jp/enterprise/articles/1208/01/news051.html

— https://media.blackhat.com/bh—us—
12/Briefings/Tsai/BH US 12 Tsai Pan Exploiting Windows8 WP.pdf
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