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Third Generation Exploitation
- http://www.blackhat.com/presentations/win-usa-02/halvarflake-winsec02.ppt
e Windows Heap Overflows
- http://www.blackhat.com/presentations/win-usa-04/bh-win-04-litchfield/bh-win-04-litchfield.ppt
e Reliable Windows Heap Exploits

- http://www.cybertech.net/~sh0kshOk/heap/CSW04%20-
%20Reliable%20Heap%20Exploitation.ppt

e  Windows Heap Exploitation(Win2KSPO through WinXPSP2)
- http://www.cybertech.net/~sh0kshOk/projects/winheap/XPSP2%20Heap%20Exploitation.ppt
e  Exploition Freelist[0] On XP Service Pack 2

- http://www.orkspace.net/secdocs/Windows/Protection/Bypass/Exploiting%20Freelist%5B0%5D %
200n%20XP%?20Service%20Pack%?202.pdf

e Windows Vista Heap Management Enhancements

- https://www.blackhat.com/presentations/bh-usa-06/BH-US-06-Marinescu.pdf
e Understanding and bypassing Windows Heap Protection

- http://mirror7.meh.or.id/Windows/heap/Heap Singapore Jun 2007.pdf
e Heaps About Heaps

- https://www.insomniasec.com/downloads/publications/Heaps About Heaps.ppt
e Attacking the Vista Heap

- https://www.lateralsecurity.com/downloads/hawkes ruxcon-nov-2008.pdf
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Practical Windows XP/2003 Heap Exploitation

- http://www.blackhat.com/presentations/bh-usa-09/MCDONALD/BHUSA09-McDonald-
WindowsHeap-PAPER.pdf

e Preventing the exploitation of user mode heap corruption vulnerabilities

- http://blogs.technet.com/b/srd/archive/2009/08/04/preventing-the-exploitation-of-user-mode-
heap-corruption-vulnerabilities.aspx

e Understanding the Low Fragmentation Heap

- http://illmatics.com/Understanding the LFH.pdf

- http://illmatics.com/Understanding the LFH Slides.pdf
e Windows 8 Heap Internals

- http://media.blackhat.com/bh-us-
12/Briefings/Valasek/BH US 12 Valasek Windows 8 Heap Internals Slides.pdf

e Advanced Heap Manipulation in Windows 8
- https://media.blackhat.com/eu-13/briefings/Liu/bh-eu-13-liu-advanced-heap-WP.pdf
e Software Defense: mitigating heap corruption vulnerabilities

- http://blogs.technet.com/b/srd/archive/2013/10/29/software-defense-mitigation-heap-corruption-
vulnerabilities.aspx
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