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seapp_contexts

sepolicy/seapp_contexts:

IsSystemServer=true domain=system_server

user=system domain=system_app type=system_app_data_file
user=bluetooth domain=bluetooth type=bluetooth _data file
user=nfc domain=nfc type=nfc_data_file

user=radio domain=radio type=radio SR — LN =TT E Eseinfod

user=shared relro domain=shared r . o0
—_ — _E SE | rd_ = N
user=shell domain=shell type=shell_¢ fEcisl. 3t-party @B A ET S

user=_isolated domain=isolated_app
user= app seinfo=platform domain=platform app type=app data file
user= app domain=untrusted app type=app data file

3rd-party 7 7'J [XE Kuntrusted_app
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<?xml version="1.0"?> <?xml version="1.0"?>
<app-ops> <rules>

<debug/> <service log="true" block="true">

<seinfo name="system"> <not><sender type="system"/></not>

<op name="CAMERA"/> <intent-filter />

</seinfo> <component-filter

</app-ops> name="com.se4android.isolatedservice/.DemolsolatedService"/>
</service>
</rules>
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Security Enhancements (SE) for Android™

http://seandroid.bitbucket.org/

Security Enhanced (SE) Android: Bringing Flexible MAC to Android, 20th Annual Network
and Distributed System Security Symposium (NDSS ’'13), Feb 2013.
http://www.internetsociety.org/sites/default/files/Presentation02 4.pdf

Security Enhancements (SE) for Android, Android Builders Summit 2014, Apr 2014.
http://events.linuxfoundation.org/sites/events/files/slides/abs2014 seforandroid smalley.p
df

The Flask Security Architecture: System Support for Diverse Security
Policieshttp://www.nsa.gov/research/ files/publications/flask.pdf

NB SEforAndroid 1

http://selinuxproject.org/page/NB _SEforAndroid 1

NB SEforAndroid 2
http://selinuxproject.org/page/NB _SEforAndroid 2

lintent firewall(unofficial documentation)
http://www.cis.syr.edu/ wedu/android/IntentFirewall/
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Contact Information

E-Mail : research—feedback@ffri.jp

Twitter: @FFRI Research
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