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int A[4]; = A array
A[3] = 0; // Reqular access OK Al1] embers
A[4] = 0; // llegal access A[2]

Stack 0400000000



FFRI
\

Intel Memory Protection Extensions (Intel MPX)
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New Registers
« BNDO-3 Bounds registers
— 128bitRDL Y R ¥
— 64bitd DO, XEVDLERETRZRET S

« BNDCFGU
— Bound Paging®X—X (Ring3)

« BNDCFGS
— Bound Paging®X— X (Ring0-2)

« BNDSTATUS
— Bound PagingDi#tE7 RL AP IS —O—KHMAS
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Bound Paging

e MRAVYDEET7 RL XA%Zindex& U T, 1 >4 &Bounds®D~
wEV T EEEBY S

Linear Address of “pointer’(LAp)

Bound Table Entry
(16Byte - 32bit, 32Byte - 64bit)

Bound Directory Bound Table
(4MB - 32bit, 2GB - 64bit) (16KB - 32bit, 4MB - 64bit) DWORD Reserved
DWORD Pointer Value

: : | DWORD Upper Bound
Bound Directory Entries Bound Table Entries DWORD Lower Bound

Bound Directory Entries Bound Table Entries
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« BNDMK
— boundslL Y RF ICERZL Y ~

« BNDCL

— boundsL Y X7 ZEE L. LIYRIYFRLIEFAXATYFZRLAD
bounds®D FERE D EMNESHF vy
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- BNDMOV
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— XEUHMSboundsL ¥ X7 [CFRAHIAP
« BNDSTX

— boundsL ¥ X5 D X EJ N\DFEFkE



FFR{
FIFAL X—3(1)

HRZYDR—ZMNSEEHNERSN TS ERTE
; int A[100] from RBP

Il RAXIZERBI DA—RT FL AZ &
LEA RAX, [RBP+offset]

// BNDO L < X2 M Lower bound(0-63bit)[CRAX®D 7 KL A& #& ##
I/ B <upper bound(127-64bit)|Z(RAX+399)D E% % T
BNDMK BNDO, [RAX+399]
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/132bit integer’ZRBXMD{EZ . RAXDRT FRL A (NI 7) IZHEHHT HEE
1\ D77DIERIEZBNDOIZERERFHET S

BNDCL BNDO, [RAX] : FIROF w4
BNDCU BNDO, [RAX+3] ; EIRDF Ty
MOV Dword ptr [RAX], RBX;

£t LBNDCLA>BNDCUTIERZ#Z 1-15& . BNDSTATUS[CT5—3
—hrZFRTEL., FINHBREFRESE D
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o BIANFEERF., BNDSTATUSL Y X4 D0-1bitic T — 11— RHHRHH
N

— 00b — NO Intel MPX exception
— 01b — Bounds violation
- BNDCL, BNDLU, BNDCNAiGIC TRET 5

— 10b — Invalid bound directory entry
« BNDLDX BNDSTXAiGRIC THRET S

« NIE#Bound directory entry #1327 K L X ZBNDSTATUS
L SR 5 D127-2bitIc1&INT

— 11b - reserved
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Intel MPX Support in GCC Compiler
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Memory accesses instrumentation® ]
« p[i]=0;DGIMPLEFREFRIRDY > 74l
<bb 2>:
_2 = (long unsigned int) i_1(D);
3= _2%*4;
i1=0- . _6=p_4(D) +_3;
P[] =05 | nstrumentation __ builtin_ia32_bndcl (__bounds_of p 5, 6);

8= _6+3;
__builtin_ia32_bndcu (__bounds_of p 5, 8);
*6=0;

Reference:
https://gcc.gnu.org/wiki/Intel%20MPX%20support%20in%20the%20GCC%20compiler
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Intel MPX in Linux Kernel
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/* SIGILL, SIGFPE, SIGSEGV, SIGBUS */

struct {
void _ user *_addr; /* faulting insn/memory ref. */
#ifdef  ARCH_SI TRAPNO
int _trapno; /* TRAP # which caused the signal */
#endif
short _addr_Isb; /* LSB of the reported address */
struct {
void __user *_lower;
void ___user *_upper;
} _addr_bnd;
} _sigfault;

in include/uapi/asm-generic/siginfo.h in Linux kernel source (3.19)
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* Intel® Architecture Instruction Set Extensions Programming Reference Section 9
Version 319433-022 OCTOBER 2014
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« Intel® Memory Protection Extensions (Intel® MPX) support in the GCC compiler
https://gcc.gnu.org/wiki/Intel%20MPX%20support%20in%20the%20GCC%20compiler

» Documentations/x86/intel-mpx.txt in Linux kernel 3.19
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