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Background 

• Windows 10 Technical Preview Build 10049 has been 
published on March 30, 2015. 

 

• In this report, we describe overview of security features in 
Windows 10 Technical Preview Build 10041 and 10049. 
(We tested x64 version)  

 

• Note: The items described in this report, there is likely to be 
changed in the Windows 10 official release. 
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Windows Defender 

• Anti-virus software is a standard feature 

– Windows 7: Windows Defender was anti-spyware 

– Windows 10: It has been enhanced to anti-virus 

• Equivalent to the Microsoft Security Essentials 

• Its malware detection is based on pattern matching 

• In Build 10041, there was a Settings tab to Security 

Essentials similar UI, In Build 10049, it is removed, it is 

integrated with a system config UI. 

 

4 



FFRI,Inc. 

Windows Defender Config UI 

• Three default functions 

 

• Real Time Protection 

 

• Cloud Protection 

– Reporting file-meta 
info based on 
MAPS(Microsoft 
Active Protection 
Service)  

 

• Automatic sample 
submission 
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Project Spartan 

• Standard Web browser to replace the IE that has been 
published in Build 10049 

• Version 0.10.10049.0 

• At this time, the following settings are present for security 

– Popup block 

– Cookie block 

– Do Not Track Request 

– SmartScreen Filter 

• Add-on 

– Flash Player is installed by default 

– Version 17.0.0.134, Active X 

• User-Agent 
– Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 

(KHTML, like Gecko) Chrome/39.0.2171.71 Safari/537.36 Edge/12.0 
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Project Spartan related processes 

• spartan.exe and browser_broker.exe is executed as a child 

process of svchost.exe 

• spartan_edge.exe is executed as child process of spartan.exe 

or browser_broker.exe 

• Integrity Level 

– browser_broker.exe, WebCache.exe => Medium 

– others => AppContainer 

• FlashUtil_ActiveX.exe is executed when you view a page that 

contains Flash 

• JavaScript engine is Chakra.dll 
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Project Spartan related processes 

• Browser-related processes are performed as a 64bit process 

• Therefore, code injection from 32bit malware would be 
impossible 

– There is a possibility that 64bit malware increase 

8 



FFRI,Inc. 

Control Flow Guard 

• We found executable modules which is enabled Control Flow 
Guard. 

– cf. FFRI Monthly Research of Dec. 2014 

 

• Control Flow Guard is enabled on many of the system 
components 

– Spartan 

• spartan_edge.exe, spartan_legacy.exe 
browser_broker.exe  

– IE 

• iexplore.exe  

– Flash 

• Flash.ocx, FlashUtil_ActiveX.exe, FlashUtil_ActiveX.dll 
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Summary and Discussion 

• Standard security features have been enhanced even Windows 10 

– Windows Defender 

– Project Spartan 

– Control Flow Guard 

 

• If Windows 10 is used in smart devices and IoT devices, 
Security features that were developed for PC is directly available 

 

• On the other hand, there is a risk of malware threats spread to 
various devices 
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Contact Information 

E-Mail : research—feedback@ffri.jp 

Twitter : @FFRI_Research 
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