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Background

• Automobiles equip a lot of ECUs which communicate mutually on In-
Vehicle Network to control engine, power window, and so on

• IVI devices such as navigation system and ADAS* known-as lane-
keeping or brake-assist systems often are connected in the same 
network

• Because In-Vehicle network becoming complicated by various 
devices, next-generation In-Vehicle network attracts interest as 
feasible technology at low cost

• This slide summarized about following topics

– Ethernet prospective as next-generation In-Vehicle network

– Recent security research about conventional In-Vehicle network 
and proposal of measures for the CAN
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*Advanced Driver Assistance System
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In-Vehicle Ethernet

• Ethernet is a LAN standard spreading most all over the world, and is 
generally used in combination with TCP/IP

• Basic specifications of Ethernet are prescribed in Physical Layer and 
Data-link Layer of OSI Reference Model (IEEE 802.3)  

• Recently, automobile manufactures are interested in Ethernet as 
next-gen In-Vehicle network technology

– In Japan, JasPar* performs study of next-generation network and 
suggestion to associated group (e.g. The OPEN Alliance)

• However, Ethernet used in home/office does not meet the 
requirements as In-Vehicle Ethernet
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*Japan Automotive Software Platform and Architecture
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IEEE 802.1 Audio/Video Bridging

• IEEE 802.1 Audio/Video Bridging (Ethernet AVB) is communication 
standard to transfer audio and video data

• AVnu Alliance which audio system manufactures and not only 
semiconductor suppliers but also auto manufactures such as BMW

• Some semiconductor manufactures announce the product in 
conformity with Ethernet AVB

• Standardization of IEEE 802.1 TSN* which is a next-gen standard for 
industrial that extended Ethernet AVB is pushed forward
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*Time-Sensitive Network
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Open Alliance BroadR-Reach

• BroadR-Reach (OABR) is technology of physical layer that Broadcom 
developed, and OPEN Alliance plays key role to standardization

• This technology achieves 100Mbps/full with one pair whereas 
conventional 100BASE-TX used UTP (Unshielded Twisted Pair) two 
pair*1 for data communications by diverting technology of 1000BASE-
T (IEEE 802.3 ab) to a part

• In addition, reliability for a noise and jitter is secured in BCM89810*2

using this technology because it is assumed In-Vehicle Ethernet use

• Adoption has already begun by the ADAS using the In-Vehicle 
camera by some vehicles
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*1 UTP cable used in home/office is four pairs (8 lines)
*2 BCM89810 is automotive Ethernet transceiver which Broadcom corp. developed
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Data-link Layer

Physical Layer

BroadR-Reach PHY

• In BCM89810, conventional Ethernet technology can apply to layer 
above the Data-link layer by adopting OABR in physical layer
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Implementation of Existing 
Ethernet Technology

MII*

BroadR-Reach®
PHY

Communication line can use various cables(UTP/STP copper, 
Glass Fiber, Coaxial cable etc.・・・)
 The automotive industry is interested in low-cost UTP

*Media Independent Interface

・Ethernet AVB(IEEE 802.1AVB)
・VLAN(IEEE 802.1Q)
・Authenticate(IEEE 802.1X)
・Encryption(IEEE 802.1AE)
・Secure Device(IEEE 802.1AR)
・Flow Control(IEEE 802.3x)
・Priority Control(IEEE 802.1p)
etc.…

* The BroadR-Reach PHY provides physical 
layer, and conventional Ethernet technology 
is available 2-7 levels, but these are an 
example and may not be necessarily 
applicable to the In-Vehicle network
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Study of Threat Assumed in In-Vehicle 
Ethernet

• Ethernet (IEEE 802.3) does not have standard to realize encryption and 
secure communication like CAN, but standard about security is defined 
in IEEE 802.3

• In-Vehicle Ethernet network may become the broadcast type by 
network design, and therefore Ethernet frame which did flooding* to all 
devices may be sniffed on interface such as the OBD-II

• Even if In-Vehicle network was replaced by Ethernet, the topical threats 
and risks are not changed with exist In-Vehicle network (see also p9-
11) 

• Because Ethernet is an existing technology, it is easy to perform the 
penetration test that utilized know-how of IT security (e.g. Fuzzing)
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※The situation that a frame is transferred to all ports on L2 switch/HUB when received a frame of non-registration on MAC address 
table or broadcast frames
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The Ethernet replaced by the CAN?

• Currently, the answer is “NO”

– Existing Ethernet cannot satisfy the In-Vehicle requirement 

– The CAN FD which extended CAN as next-generation In-Vehicle 
network is proposed

• However...

– Like Ethernet used in home/office, the In-Vehicle Ethernet may 
greatly grow up in a short term

– Because there is the case that Ethernet has been already adopted 
partially in some vehicles, in future various control domains may 
be gradually replaced by Ethernet
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Threat to current In-Vehicle network (CAN)

• CAN is used for many vehicles now, and the reports about threat in 
security increase for several years

• CAN is a protocol of the broadcast type, and sniffing is easy because 
the encryption is not prescribed

• CAN is able to inject any message to ECUs which is on the same 
network (CAN Bus) from “open interface” such as the OBD-II (In 
order to use diagnosis)

• Infotainment systems and telematics devices often equip wireless 
interfaces (e.g. Wi-Fi) and internet connection

– The threat by access to CAN bus from outside network by way is 
assumed in these interfaces
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Recent reported threat on In-Vehicle 
network in Japan

• Computer Security Symposium (CSS) 2014

– Prof. Matsumoto and others of Yokohama National University 
reported “How to Enhance Integrity of Controller Area Network 
Against Electrical Data Forgery”

• CODEBLUE 2014

– Mr. Oka and Mr. Matsuki reported “A security assessment study 
and trial of TriCore-powered automotive ECUs”

• Information and Communication System Security (ICSS) 2015

– Mr. Sugawara and others of Mitsubishi Electric Corporation 
reported “Yet Another Electrical Forgery Attack on CAN using 
Strong Recessive”
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Recent reported threat on In-Vehicle 
network in International

• Black Hat USA ‘14

– Mr. Charlie Miller and Mr. Chris Valasek reported “A Survey of 
Remote Automotive Attack Surface”

• They said, “6 out of 14 (42%) of the 2014 vehicles we looked 
at have no separation between at least one cyber physical 
ECU and one with remote attack surface”

• BlackHat Asia ’15

– Mr. Eric Evenchick reported “Hopping On The CAN Bus”

• Introduction DoS and Injection attack for CAN bus as attack 
technique to be perform easily
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Proposed measures for current In-Vehicle 
network security

• Endpoint

– Message filtering

– Adoption of MAC(Message Authentication Code)

– Firmware manipulation detection by the Trusted Boot using TPM

– Thorough general IT security measures (e.g. complicated 
password settings)

• Gateway

– Separation of the In-Vehicle network

– Limit to access to specific ECUs
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Wrap up

• Because In-Vehicle network becoming complicated by various 
devices, Ethernet attracts attention as a technology to solve

• The next-generation In-Vehicle network is expected in various 
factors, but topical threat does not change with conventional CAN 
network

• In-Vehicle network is not replaced by Ethernet immediately

– It should continue studying the threat of conventional CAN 
network

• Recently, some researcher reported about the manipulation 
technique of CAN message

– Measures for the CAN message itself are important (e.g. MAC 
authentication)
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