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e SMRAM Locking/SPI Controller Locking/BIOS Interface Locking
- Locking®(3d> bO—F—DFZENOVIEN TLIH DIRE
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e BIOS Keyboard Buffer Sanitization
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e SMRR Configuration

- SMRR(System Management Range Register)(CXt I 2{REIRBEDF TV
/)
— RTENEETERIREELERoOtkith M > A M—ILEN 2GR 14E



FFR{
REIAR (—&PkE)

e BIOS Protection
- BIOSOEREZE(CEHIIOVIDIRE
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e Access Control for Secure Boot Keys
e Access Control for Secure Boot Variables
— Secure Boot|CB8{% 9 2 EDIRE
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1. Python®DA>AK=JL
2. &ZiEPythonRB/\WwI—0D14>A M=)
- pwin32
- Weonio(AREARFCLOTIE)
- py2exe(fRENB(CL O TIHE)
3. RIANEBLZFIVIOEINME
— bcdedit /set TESTSIGNING ON
-  FHicE
4. CHIPSECHRZA)\N\DE®Z & 1>AM=)L

— sc create chipsec binpath=<PATH_TO_CHIPSEC_SYS> type=
kernel DisplayName= "Chipsec driver

— sc start chipsec
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e chipsec_main.pyzZ=E{T9 3B FHIGENS
- BlIEBUAREBULVWEBHDES 1- I ZIEE T LRI DIRENEITIND
e BIOSOOYIHRE
— python chipsec_main.py -m common.bios_wp
e SPI MemoryDOvI&R
— python chipsec_main.py -m common.spi_lock &
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o chipsec_util.py ZF|FA33LB1E/\—- RO 7 (CBH I BIBERNEUS TED
— SPI Memory Dump
e python chipsec_util.py spi dump
- PCIh—ROROMAS>T
e python chipsec_util.py pci dump



FFR{
*ﬁﬁfftio)ﬁﬁ G
o BREMBREOYYU—-(AREBDFFHNHIEND

AE5RIISPI Lock D& EFER
o FEFNF TPASSEDERIAREIN TVBIGEIFREERICRIZERU

| M—

ide Pin-Strap Status




FFR{
7T =5 DfEr —PCI ROM-

e chipsec_util.pyz#IFB9%¢PCI ROMDA>TH1TX3
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[pci] PCI device 00:00.00 configuration:

P2 03 04 05 06 07 68 09 OA 0B _0C__6D OF
R OC 06 @ 90 20 O 00 0 06 000 00 00O
P B0 B B 6 B B O B e B O B
e 0 0 0@ 00 60 60 0 06 00 43 10 34
P 600 EO@ Q@ 000 00O 0O OO0 60 600 600 0060 006

FE 00 00 00 00 01 00 FE 00 00 00
(01010} e 0 e 17 60 10 Gl 0600 0B
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20 : Qe 00 Gl 60 06 61 666 20
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OC 01 E@® OF 0 O 54 44 00 000 0O
(10 C10] 8 OF 93 060 66 600 00 606 060 00 00
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e CMOS Memory(l(EBIOSOEETERNBNERIBIN TS

- Memory MapZiOlECLHTENEND Y RLAICAEINSN TLDT —IhM el
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— FEEERTESN TLWSEfTERIAZZRUL TS (2016/07/22 10:32:48)

[CHIPSEC] Dumping CMOS memory..
Low CMOS memory contents:
OO0 O1_ 602 03_ 04 05__06__07
OO 48 13 32 07 1o @4 05 22
10 @ FF FF FF FF 7F ©2 FF
20 FF FF FF FF FF FF FF FF
FF FF 20 FF FF 36 0C FF

e 06 17 41 g8 FO 006
e 25 21 00 25 24 23 25
Ee 6 17 000 0 6060 00 Fe
e O 606 6006 0600 00 00 00
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e CHPSECOGItHUbR—>
— https://qgithub.com/chipsec/chipsec
e CMOS Memory Map - BIOS Central
- http://www.bioscentral.com/misc/cmosmap.htm
e CHIPSEC Platform Security Assessment Framework
- BlackHat2014

— https://www.blackhat.com/docs/us-
14/materials/arsenal/us-14-Bulyqgin-CHIPSEC-SIlides. pdf

e A Tour of Intel CHIPSEC

- http://www.basicinputoutput.com/2016/05/a-tour-of-intel-
chipsec.html

e Malicious Code Execution in PCI Expansion ROM
— http://resources.infosecinstitute.com/pci-expansion-rom/
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