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e BEETF1VT/EEE
— CANSPY: A Platform For Auditing CAN Devices
e Jonathan-Christofer Demay & Arnaud Lebrun

— Advanced CAN Injection Techniques For Vehicle Networks
e Charlie Miller & Chris Valasek

— Can You Trust Autonomous Vehicles: Contactless Attacks
against Sensors of Self-driving Vehicle (DEF CON 24)

e Jianhao Liu, Chen Yan, Wenyuan Xu
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— Into The Core - In-Depth Exploration of Windows 10 IoT
Core

e Paul Sabanal

— GATTacking Bluetooth Smart Devices Introducing a New
BLE Proxy Tool

e Slawomir Jasek

— GreatFET: Making GoodFET Great Again
e Michael Ossmann
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CANSPY: A Platform For Auditing CAN Devices (2)
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Advanced CAN Injection Techniques
For Vehicle Networks (1)

o 2014FENSFEHZESHTLVBCharlie Miller EK&Chris Valasek K(C&?
FTE8 Jeep Hack fAFTRDHtR THD. SEIHFEHENSEZLDAT(7(CED EIFBEN TS
o EBIE—EDOIAIICLD. The Pwnie Awards TS, BEFIRNPROIANS/INZYIREETE
SEZNMNIBNBRRCHSIEIATRE " (XSNB Pwnie for Best Junk or Stunt Hack |12 E
o SENOFEKXTIE. BIEERAJEETHOEERETIRDORAT U OHIENCKIN
— INETRATTUIREZFIHT B(IMEHRE TP THINEN DO
o N—F2I7IANAT LVERIEREAEHEEEZFIBUFIREZ/M1/CA, TL—F- 751l
AT T %1%4E
- NN=F2TT7SAMERER., /EEN S BTeHIREFIERED—EDEMHNFIET S
— SEIIY BRI —ADIT7 DESRZ ZITOCE THIPEZ/N1)TR
o NFEDECUDI7—LAIITEEZIRZS
- PSCM (NO—-ZXF 7V T HIEIES 1-))I7—LADUI7DIBE(E. 16bitOdFIvIY LANFIET S
DI — R IA—AIREE(CLDOBERA(ZE TR A BEE DL
o CANXYT—IA>217232(ChiTdemalc I dphILEEE
- N=FITT7IAMEREI AV - HBHEEUIBE. Xt -8R EUEDECUZBREEN I3
o FREH: XTI MNEXERFICARDIG30°1LBDI 500 JEVDIAYE-S%ZE



Advanced CAN Injection Techniques X
For Vehicle Networks (2)

TJ7—LIIF7DEZMZ LAV E—UBERHIEE

PAM (BFEXIEE D 1—)L)

D Ay+t—(00 04 01 3A) I

IJp—LYTTFDEEZHZ EFDAy+E—(80 00 01 31)

1. ZEY—EXET

2. BFAVTATIERAIG Iyt—IDFRERL
3. I7—LIrTEETHRAL - 3NARBEIFAYUADEE

Ayt—CDEEFVIIZANS
3INAMFBZEBELERIICHEA
ERDOAvE—IFEEREIND




Advanced CAN Injection Techniques X
For Vehicle Networks (3)
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Can You Trust Autonomous Vehicles: Contactless Attacks
against Sensors of Self-driving Vehicle (1)
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Can You Trust Autonomous Vehicles: Contactless Attacks
against Sensors of Self-driving Vehicle (3)
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Into The Core — In-Depth Exploration of
Windows 10 IoT Core (1)
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GATTAttacking Bluetooth Smart Devices -
Introducing A New BLE Proxy Tool (1)
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BlackHat USA 2016
- https://www.blackhat.com/us-16/
e DEF CON
- https://www.defcon.org/html/defcon-24/dc-24-index.html
e  CANSPY: A Platform For Auditing CAN Devices
- https://www.blackhat.com/docs/us-16/materials/us-16-Demay-CANSPY-A-Platorm-For-Auditing-
CAN-Devices-wp.pdf
e Advanced CAN Injection Techniques For Vehicle Networks

- https://www.blackhat.com/us-16/briefings.html#advanced-can-injection-technigues-for-vehicle-
networks

e Into The Core - In-Depth Exploration of Windows 10 IoT Core

- https://www.blackhat.com/docs/us-16/materials/us-16-Sabanal-Into-The-Core-In-Depth-
Exploration-Of-Windows-10-IoT-Core-wp.pdf

e  GATTacking Bluetooth Smart Devices Introducing a New BLE Proxy Tool

- https://www.blackhat.com/docs/us-16/materials/us-16-Jasek-GATTacking-Bluetooth-Smart-
Devices-Introducing-a-New-BLE-Proxy-Tool-wp.pdf

e  GreatFET: Making GoodFET Great Again

-  https://www.blackhat.com/docs/us-16/materials/us-16-Ossmann-GreatFET-Making-GoodFET-
Great-Again-wp.pdf

e (Can You Trust Autonomous Vehicles: Contactless Attacks against Sensors of Self-driving Vehicle

- https://media.defcon.org/DEF%20C0ON%2024/DEF%20C0ON%2024%20presentations/DEFCON-24-
Liu-Yan-Xu-Can-You-Trust-Autonomous-Vehicles-WP.pdf
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