FIFR
X

Monthly Research 2016.12
Black Hat Europe 2016
B—~R1LKR—-b

FFRI, Inc.
E-Mail: research-feedback[at]ffri.jp http://www.ffri.jp
Twitter: @FFRI_Research




FFR{
BiX

e Black Hat Europe #1&

o BNIDARAR—E
— BREAKING BHAD: ABUSING BELKIN HOME AUTOMATION
DEVICES

— (PEN)TESTING VEHICLES WITH CANTOOLZ

— MOBILE ESPIONAGE IN THE WILD: PEGASUS AND
NATION-STATE LEVEL ATTACKS

o ¥

o SEIRH



FFR{
Black Hat Europe 1=

e Black Hat &(X

- HREXKIKOREZZF1V71Hh>T70 >R

- HRpMSIEIEEINEEF IV (LRI IRITOATINFERIND
e AE(FRULVLERIDEIENSHEIMTREEE TEIKICDES
o —EfZIRE. JLTERRIHEX N Web TR

- BHEHEHREFTHEINTVS
o SANHATRMEZNTLVS Black Hat USA
o S HIN—ILTHIEENTLS Black Hat Asia

e SO(F118(CO> RO THAESNT Black Hat Europe OFXRZBIT
- IoT. BEIEtrtT1U7+. ENBIRE(CH I IRMTORER



-
FFRI
X

MBIt AR FER—E

e IoT tZx17«
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e Joe Tanen, Scott Tenaglia
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o Alexey Sintsov
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— MOBILE ESPIONAGE IN THE WILD: PEGASUS AND
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e Andrew Blaich, Max Bazaliy, Seth Hardy
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Black Hat Europe2016
- https://www.blackhat.com/eu-16/
° (PEN)TESTING VEHICLES WITH

- https://www.blackhat.com/docs/eu-16/materials/eu-16-Sintsov-Pen-Testing-Vehicles-With-
Cantoolz.pdf

e Mobile Espionage in the Wild Pegasus and Nation-State Level Attacks

- https://www.blackhat.com/docs/eu-16/materials/eu-16-Bazaliy-Mobile-Espionage-in-the-Wild-
Pegasus-and-Nation-State-Level-Attacks.pdf

e Breaking BHAD: Abusing Belkin Home Automation Devices

- https://www.blackhat.com/docs/eu-16/materials/eu-16-Tenaglia-Breaking-Bhad-Abusing-Belkin-
Home-Automation-Devices.pdf

e Read more: iOSICBIFBR AT MNESIEICOWVWT, TFIUFT(EEBN K> THNREZIDDOMRA b
- https://blog.lookout.com/ijp/2016/08/29/cisotridentpegasus/






