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e Google HEFER® IoT M@IF OS
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Raspberry Pi 3 64-bit quad-core ARMv8 Cortex-A53 (1.2GHz CPU)
NXP Pico i.MX6UL ARM® Cortex®-A7 Core

Intel® Edison Intel® Atom™ SoC
(500MHz dual-core x86 CPU )
Intel® Quark™ (100MHz MCU)
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$ adb shell

rpi3:/ $ netstat -antu

netstat -antu

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0::5555 r LISTEN
€=1:)

e nmMap ([CLBNR—MAFr>DFEER

— 5555/tcp TEMELTWLWBDIE adb H—EXTEH Civilization £LVS5 —

LhDA-T>Y—-290-> Freeciv EHiF1EN3

— OSOIEFREN—T3 % @B I B EE TSRO
nmap 192.168.11.5 -0

(&HHg)
PORT  STATE SERVICE
5555/tcp open freeciv

(&HHg)
No exact OS matches for host (If you know what OS is running on it, see
http://nmap.org/submit/ ).
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127|rpi3:/ # service check iptables
service check iptables
Service iptables: not found

SELinux
— Linux h—R)UCTHUsRSEI 7oA S Eiaez 9 2ES 1—)
— FIAIKTIL Permissive (LY THENEIRZITOTURL)

1|rp13:/ § getenforce
getenforce

Permissive

rpi3:/ §




S
FFR]
X

TFI1VFEEDIRNR

e root N{ERFE
- BEODIE=FN root ((FEUTLFIGE. lmARZTRICEIEBNT
S AT ACHAPBIRENMTOHNZENNHS
— FTIARNDIRRET su IV R2EITURECAINAT— REERaN T (C
root (CRETE

127|rpi3:/data $ whoami
whoami

shell

rpi3:/data $ su

su

rpi3d:/data # whoami
whoami

root
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Android Things
- https://developer.android.com/things/index.html
e  Raspberry Pi 3ADA ANV E
- https://developer.android.com/things/hardware/raspberrypi.html
e System Image Downloads
- https://developer.android.com/things/preview/download.html
e nmap
- https://nmap.org/
e Raspberry Pi 3 OE ELEX
- https://developer.android.com/things/hardware/raspberrypi-io.html
e  Mirai-Source-Code
- https://github.com/jgamblin/Mirai-Source-Code/blob/master/mirai/bot/scanner.c
e JVNTA#95530271 Mirai EDYILII7 THEEINIRY bRy NCELD DDoS WEDERL
- http://jvn.jp/ta/IVNTA95530271/
e  DNSH—-EZR[DynIADOXKMIEDDoSINEE., FHEIR(T10HEDIoTHEZS
- http://itpro.nikkeibp.co.jp/atcl/idg/14/481542/102800290/
e  Security-Enhanced Linux
- https://ja.wikipedia.org/wiki/Security-Enhanced Linux
e  Freeciv - The Wireshark Wiki
- https://wiki.wireshark.org/Freeciv




