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Car Hacking Research: Remote Attack Tesla Motors

by Keen Security Lab of Tencent

With several months of in-depth research on Tesla Cars, we have discovered multiple security vulnerabilities and successfully

implemented remote, aka none physical contact, control on Tesla IModel S in both Parking and Driving Mode. It is worth to note that we

used an unmodified car with latest firmware to demonstrate the attack.

Following the global industry practice on “responsible disclosure” of product security vulnerabilities, we have reported the technical

details of all the vulnerabilities discovered in the research to Tesla. The vulnerabilities have been confirmed by Tesla Product Security
Team

Keen Security Lab appreciates the proactive attitude and efforts of Tesla Security Team, leading by Chris Evans, on responding our
vulnerability report and taking actions to fix the issues efficiently. Keen Security Lab is coordinating with Tesla on issue fixing to ensure
the driving safety of Tesla users

As far as we know, this is the first case of remote attack which compromises CAN Bus to achieve remote controls on Tesla cars. We
have verified the attack vector on multiple varieties of Tesla Model S. It is reasonable to assume that other Tesla models are affected
Keen Security Lab would like to send out this reminder to all Tesla car owners

PLEASE DO UPDATE THE FIRMWARE OF YOUR TESLA CAR TO THE LATEST VERSION TO ENSURE THAT THE ISSUES ARE
FIXED AND AVOID POTENTIAL DRIVING SAFETY RISKS.

Sure, youi can
- 1 - | | oy ffi
nd this demonstration will be made by a colleaguetifetivoffice remotel

(HE) http://keenlab.tencent.com/en/2016/09/19/Keen-Security-Lab-of-Tencent-Car-Hacking-Research-Remote-Attack-to-Tesla-Cars/
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: Car Hacking: Witness Theory to Scary and
20 1 6 Tools to Wirelessly Steal Cars, DEFCON 23 Recover From Scare, SyScan360 2015
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HE: Troy Hunt,
https://www.youtube.com/watch?v=Nt33m7G 42Q

HE:Pen Test Partners LLP,
https://www.youtube.com/watch?v=NSioTiaX -Q
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@ | & Software Engineering Institute | Carnegie Mellon University
Vulnerability Notes Database

Advisory and mitigation information about software vulnerabilities
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IpA WIHAY » IPAKDLT
HOME WlE¥aUFe VI ROITREME aa s, s, Vulnerability Note VU#582497
Multiple Android applications fail to properly validate SSL certificates
HOME > IPAICOWT > #EIER > FLRARER [EEBiE] HTTPSTEEY BAndroid 7 FUDE original Relsase date: 03 98 2014 | Last revised: 08 128 2014

==
& Print ¥ Tweet [ Send Share
& \
IPA‘\.D‘: —C ‘ ’ - Overview
'A" = Multiple Android applications fail to properly validate SSL certificates provided by HTTPS connections, which may allow

an attacker to perform a man-in-the-middle (MITM) attack.

TLRARER [FEWE] HTTPSTEE 9 3Android 77U DBRE(ESSLY —/\—3i IPA[COVT
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» 20165
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H. ##OAndroid777 (T [SSLEEEE 2@ (CIRFE LiaL ViEsiE] ZHELIEEOREREZT. Android 777 UBRE(IC
WUOTEEMBERI D EELELR. > 2 https://www.ipa.go.jp/about/press/20140919_1.html
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.setHostnameVerifier( .ALLOW_ALL_HOSTNAME_VERIFIER)

locall = new ()

public checkClientTrusted( [] paramAnonymousArrayOfX5@9Certificate, paramAnonymousString)
throws

{
}

public checkServerTrusted( [1 paramAnonymousArray0fX5@9Certificate, paramAnonymousString)
throws

{
}

public [1 getAcceptedIssuers()
{

return null;

}

public onReceivedSslError

SslErrorHandler.proceed()
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Characteristics

KayStore

SSLLRLS MOT_IH HTTPS(26), S5L_OM(1). SSL_ON(1), SSLNS@9(9).

I Detail of vectors

Critical(4)

SSL_URLS_NOT_IN_HTTPS

Vector Summary
SSL Connection Checking

Special Tags

FILE DELETE(4), HACKER KEYSTCRE SSL PIMNINGI(1), HACKER SIGATURE CHECK(S),

There 15 no vectar 1n this Lewl.

INELE7 VT Critical i
AEs9 1%/ I\ D BRIEEEN S
SNTAFE R ST

VERRUIZZAF v LiR— b > T



REmREEYD [AFrILR—]

VE—FI2 b iti TEPBT Sy  RETHROT— e
77V Rk a —%ﬁﬂﬁo) Cﬂjt;g%n{igﬁ 1874 ;a(.l\.;[_ -)A*'J i) y( &1)? fﬁ'g&;‘ﬁ%
we 1 2

Att: Yes
Btk No
ctt: No
Dtk No
Efk Yes
Ftt Yes
Gtk Yes
Htt Yes
Itk Partial
Itk Yes
Ktk Partial

=
=

) 1

5
)
5
4
4
3
2
1
1
(%]

® ® ® P ® PR ® N N W
®© ® ® ® ® R ©® R R R
® R KRB B W N DM NN R U




s EfaR e [TIRERECRSAIEETE]

77 et B ]
Wessth DAL Z R, MITMIUEZ 215 Y R 7 BHEIET 5,
At PreferenceActivity ##kRK L7c” 5 AT isValidFragment() ZREEL TV, BT 75 1 €
T 1 2B LIZBEIZ Fragment Injection IZXo>TT7 7UNT 5 vy 2 X651 5 afREM:,

Bt BURIZEO T, BORASHIRE & 72 2 R R Oh S Mo Tz,

ctt BURIZBOT, BORAafHE L 72 BRI RHOH HIEh > T,

Dfk BURIZBWT, BOERP ARE LI S REIRX RO S8 o T,
ML SN TV 72D, SRR IR R P 5,

BURIZBOWT, BURHWRE & 72 2R8I RO b o T,
Etl LF 2V 7 1 WEgstk TIREWA, Android M BLREDHi 12723 — 3 v ¥ a Y ETIVITHIL L TWRWN e —
BRI TTY TN Iy v 23D,

FH: BURIZBW T, BBAEE LR AMEIXROY S o T,
AL SN TV A R, HHZR NI DD 5o

Gtl BURIZBOT, BURAS0IHE & 2 2RI HHOD S - T,
Ht: BURIZBO T, BORASTIHE & 72 2 BB R OH S o T,
11t BURICEBOT, BORAHIEE &5 BRI OO0 SR h o Tz,

14t BURIZBO T, BURAafHE L 72 B REIX RO HIEh > T,

K¢t BURIZBOT, SR EE & 72 BRI R OH SR o Tz,




FFRI
e o

o ITEZDHEEREINTUVBUE-PI>M-ILRY—EXDEIREICDOWT, 7Y
RHICERBIREN D DT —ANERRCFEI AEZ2MHERU,

o SEHBNMUILHDNERFEEIAIFEALDT TUTH LR TS,
o HFULZIRALTVS7IVEHFENZ L, LEERIFRTLADT L\,

PIEESEIE Android 7JUDHDIREEER .
7IUN 17 IoreLTEY =/ o m Al ICERENHNEZIAENN S,

JE-FI>MO-ILROY-ER(GEENEEEmRED
BEOEMZERIDLIBIATLACAT-IUTUKEE RSN D,
ZTDGE. PTIPEMLITRBC AT AL TEF )T 1ZE R DN EN DD,




——— T
X

SEPOLCE

o JVIDFABEEHIETEN,
— AndroBugs MM#&HUEETOEZFIYIUDIITERLCEH. 5|E
fotcs ae B AEHELIT U

e AEU Android 7UIE—EB,
—- MRCBUE-RI> M-I IVEEFELTVRSD. ZENABRBUREL.

o SEIFSRATLZEMI DI T1T1D>5 Android 7 TVEIERELTT,
- HEEHONEY—/(—RIPBEENERIHIREEL THIZL.




FFR

Rl ESTTVELL !




