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Initialization
(unpack)

Sandbox(incl. VM)
Detection

Malicious
routine

Decoy
routine

If running 
on an analyzing 
environment

Environment awareness
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Sandbox (debug/sandbox/vm) 
detection 

Host

Environment aware Malware

VM 
related 

Artifacts

Sandbox 
specific
Artifacts

VMM?

VM db

Execution 
Environment
Fingerprinting

Artifact
 Finger-
printing

Execution 
Timing Detection
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Artifact fingerprinting
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Execution environment fingerprinting
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Execution timing detection

Comparing 
TSC differentials
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Runtime & Libraries

SLIME (vmware faking) 

vmmouse
.sys

API 
emulator

e
faking

Runtime & Libraries

SLIME

Malware
 (fist execution)

API 
emulatorNot found

Malware
 (second execution)

CreateFile(…) CreateFile(…)
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mov     $0x616b6157, %eax 
push    %ebx 
push    %eax 
mov     $4, %edx 
mov     $1, %ebx 

0xb857616b61 
0x53 
0x50 
0xba04000000 
0xbb01000000 

d[0] = SHA1(0xb857616b61) 
d[1] = SHA1(d[0] + 0x53) 
d[2] = SHA1(d[1] + 0x50) 
d[3] = SHA1(d[2]      
                      +0xba04000000) 
... 
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Host 

Runtime & Libraries

CPU Emulator

FILE’ HEAP’

Runtime & Libraries 
(Virtualized)

Target’
Process

Memory
Context’

Execution
Context’
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