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Host-fingerprinting(cont’d)

Infected host’s GUID(packed)

Unpacked GUID 
Format:  

{XXXXXXXX-XXXX-XXXX-XXXXXXXX} 

Unpack

Environment-sensitive 

Citadel

Unpacker

Malicious
code with  
host unique 

value 



FFFRI,Inc. 

VM/Sandbox detection 
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Citadel behavior of host/environment inconsistency 
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Use Case Ⅰ: Malware live capturing

Initialization
Anti-

analyzing
malicious
routine

End-user’s Host
Analyzing 
Environment



FFFRI,Inc.. 

Use Case Ⅱ: Honeypot
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Off-topic: Virtual Machine migration

Host on VM

VMM(Host B)VMM(Host A)

Target
Process

Host on VM

Target
Process



FFFRI,Inc. 

VM migration is too much larger 
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Our solution: Using process-level sandbox 
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CPU emulator-based sandbox
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Malware freeze-drying
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Live malware defrosting
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But… 
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Challenges(updated) 
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Taxonomy of anti-sandbox techniques 
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Stalling code 

 
 

 

 

unsigned count, t; 
void helper() { 
  t = GetTickCount(); 
  t++; 
  t++; 
  t = GetTickCount(); 
} 
void delay() { 
  count=0x1; 
  do { 
    helper(); // equal nop 
    count++; 
  } while 
  (count!=0xe4e1c1); 
} 

Stalling code in W32.DelfInj [3]
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Our solution: Anti-anti-sandbox arming
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IMPLEMENTATION 

 



FFFRI,Inc.. 

Sweetspot Overview
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IA-32 CPU emulator-based sandbox
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IA-32 CPU Emulator: Virtual contexts
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IA-32 CPU Emulator: API emulation
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IA-32 CPU Emulator: Virtual resource handling 
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Defroster Sandbox
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Freeze-dryer 
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Defined suspend trigger (Work in progress) 
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Defroster – Execution replaying 
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Demo: Process migrated!  
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