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malware scanning —— 1> on-demand

—> on-access —T > on-read/write

— on-execute
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o RIEMEY T hD T I7HUEER(—EB 3 party)(CfEX CL\D{LiEAHZFIH

e VMware(B1E)B LUVirtualBox (I B #aE % ST
— AETEOX AU W M SVirtualBoxZFI UTe A& &R ET

e QEMU+KVMI(ZE3rd partyV T b )7 CcXEiRn]ge (#: libguestfs + winexe)

- “Malware Analysis: Collaboration, Automation & Tuning”, Shmoocon 2013
http://www.slideshare.net/xabean/malware-analysis-16674048

VMware Workstation  Proprietary O VIX API
VMware ESX(#1) Proprietary O O O O VIX API
Oracle VM VirtualBox GPL2 O O O O VBoxManage
QEMU + KVM GPL2(#2) X X X O Libvirt

#1 ESXil&. FHBS 1> XZFHI D2 & T60HMEVIX APIZF|HBI§E
#2 QEMUIZGPL2, KVM(EO>7R—>> MMB(CGPL/GPL2/LGPL:
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2.3.0racle VM VirtualBox & €DOBHEELFE

o Xx86RIBYLY T b T TFDUVED, RIEFASTILAFFE
o \—2324.0lUF. TERA-T2VY-IAVIRDT7EUTEM

o EEMLEFHIDRA /T X MOSZEHR— bk
- RX BOS : Windows, Linux, Mac OS X, Solaris
- 4 X KOS : Windows, Linux, FreeBSD, OpenBSD, Mac OS X Server, SolarisZ

e VBoxManagell KBCLIN—XDBE&MLH A 8EE
- guestDiLE), AR R, L>a—A. BRI, 00—, JREEHE:R
- guesth 5DT7)LIE—. guestADI 7L IE—
- guestNT OO0 S ADEIT
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T A hDcH)

% vboxmanage startvm vm

T A NDIZIE

% vboxmanage controlvm vm poweroff

AFwvT 3w hDIERT

% vboxmanage shapshot vm restore snapshot-1

A MRTOT S LADET
% vboxmanage guestcontrol exec vm --image “c:/windows/system32/calc.exe” ¥
--username admin --timeout 60000 --wait-exit

GAMMDIF7A)LIE—

% vboxmanage guestcontrol vm copyto “/somef/file” “c:/file.txt” --username admin
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e VBoxManageZzFFUB#ELRXOVUT MbashX2TUT )
— auto-monkey.sh: #&ADIE—. Ei7. OVEUS. 1 X—>1ExzBEE
- watch-monkey.sh : auto-monkey.shxEzfR. (ELLEF(CULIR % BE

o EBHEFEITHAIEE. FERATUT MIENEUERI(CENME

e TERICTHIM. EULVSIZREADMER SR (3%IEBSDS 117> X)
- http://www.ffri.jp/research/freeware.htm

watch-monkey.sh watch-monkey.sh

- malware - malware

auto-monkey.sh auto-monkey.sh
log log
‘ f snapshot ‘ t snapshot
VirtualBox(guest) image VirtualBox(guest) image
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e watch-monkey.sh(C kD BEHY (CER
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e watch-monkey.sh*\/\> 07w TZ#ERL. BEITOCRZET - BiH
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o RAMKRUTRMNRIREETROED

J\—BRDIF7 | CPU: Intel(R) Core(TM) i5-4570 CPU @ 3.20GHz
Memory: 8GB
HDD: 1.8TBx 1

IRAX ROS Ubuntu 13.04 + VirtualBox 4.2

A BROS Windows XP SP3(x86) + FFR yarai 2.3
CPU:1 CPU
Memory:750MB
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all processsor statistics

u %idle

m %steal

m %iowait
m %system
® %nice

m %user
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BE80~90%IEEDAEVYZHE (BU. EXEVEAEEL2.5GB~4.0GBZH#15)
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= kbmemused

mmm kbmemfree

e=fe=kbmemused
-(kbbuffers+kbcached)
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Usage of block device(/dev/sda)
12 90

m avQgQu-SZz
=il 0 util
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e http://www.ffri.jp/assets/files/research/freeware/FFRIAutoMonkey-1.0.tgz
e https://www.virtualbox.org/manual/UserManual.html

e http://www.slideshare.net/xabean/malware-analysis-16674048

e http://www.youtube.com/watch?v=peHdyUIchSM

e http://libguestfs.org/

e http://sourceforge.net/projects/winexe/files/
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e E-Mail
— research-feedback©@ffri.jp

e Twitter
— @FFRI Research
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