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o TFITRIATLZIEETBIODREIDVEDEL T, BRAMFHEDIRE 20
(Principle of least privilege) Hh'%3

o TF1VIOIIZIICHIIDRIMEFEL (L. TOTS LI ERIKEDIFEZ (TS
LCEITIBEZD
- JOJ3LNEEBNIZELTH. ZDRICTEALIEHIREN TS
— 45l . tcpdump, vsftpd, OpenSSH, Google Chrome

GEL] : ARFAUMTIL, Least privilege BAFEIREL T, ENOAXETEITHEAIN TV RDFEIZAND,
HE) “BFBFICHEFT5EX2) T/ICBEELI-OSEEALBER AT LFICAT IHAERAR”
& URL: http://www.nisc.go.jp/inquiry/pdf/secure_os_2004.pdf
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SNBEREZMOHTES
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e JOTARIEIE(IPC: Inter-process communication)
- DEIENETOCAE 0T —F3ZHR(COND
— Linux®i%&. Pipe, POSIX Shared memory, Unix domain
socketirE
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- JOTARIDOT —F3HAFIPCZES

Master Process

Privilege required processing

Privilege required processing Communication with

" . pipes, shared memory, unix domain socket...
Sensitive processing

Ambient authority:

_ Worker process
the process may read, write, fork...

Sensitive processing
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Example: OpenSSH

e OpenSSHTIEIS4 7> MBOIRTE 3> ZmonitorJOCANZ (F {155
WY, EREEREEBROVIBSEEGIPEENFIOTRZERK L THIRS

The master
Daemon Process Drocess

Privileged Monitor Worker
Process processes
Pre-authenticate Process Sandboxed
(no-privilege) processes

Spawn
each connection

Privileged Monitor

4 Process

]
Spawn with |
specific processing \

User Owned sshd Process
(user privilege)

Authorized client Unauthorized client
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o OSHMBMHIZ7IERHIEIZEV, “TOCAD7ILEATERY - "ZH RIS
— UID. /{\—=v23>. chrooti&
— SELinuxix&

o OSHEMtI 25 —/\EUFT1ZFAL. “JOCANEITTEE7723>"Z2HIBR IS
— Linux kernel capabilities (based on POSIX Capability)
— Linux secure computing mode(seccomp)
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Secure Computing Mode(Linux)

e PrctiZAFA0-IERET. JOABB%ZY > RKiwIZ2{t I 2(LHEH
- HRENEXUT. B BEBEDERZBRZEURIINERSZ0

e Secure Computing Mode 1(Mode 1 seccomp)
— Linux 2.6.12Hh'5FIFHEI&E
— COT—RICRETOTREIBESNI AT AI-ILUNEITTERRD
e read(), write(), exit(), sigreturn()Dd+

e Secure Computing Mode 2(a.k.a. seccomp-bpf, syscall filters)
— Linux 3.5h5%IFHB]8E
(UbuntuT(3/\wom—hatn., 12.04TEFIHTIEE)
- FROIATLAO-INZFFR]/IEE I BDIENTED
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Seccomp-bpf

o IAFAO-IFITIFCBPF/\WII> REIFESH U, LIV T HETRD
- Fu]/#EE 933 A7 A0-)%Berkeley Packet Filter (BPF) ®JO
735 LhELTERIRURIFNIERSR

o JAIVAVIIRELT, Ny hDHDICseccomp_datat&iEik (X7
LAO-IEBPL7—F7IFv. 5120 HALBNS
read() User space

Kernel space

Return error
if filtered out by bpf

__NR_read

struct seccomp_data sd {
.nr =0x63;// __NR_Read
.arch = 0x40000003; //i386

BPF_STMT(BPF_LD+BPF_W+BPF_ABS, arch_nr),
Bl BPF_JUMP(BPF_JMP+BPF_JEQ+BPF_K, ARCH_NR, 1, 0)
Bpf prog ram BPF_STMT(BPF_RET+BPF_K, SECCOMP_RET_KILL)

}...

Execute allowed system
call only
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e tcpdump
- XA >TOEANBESERZFRIT—X

o vsftpd
- INWFI1-H—H-ERPVWTI-T-DIRDELVZFHIPRITET—X

e Google Chrome
- EFETERVRIVT MEITT20IBZ D EEL. B> RwI2{69 25—
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tcpdump
o tcpdumplFLIEDEFNSTOTABEZY > RiwIR{ETS

o B RRYIRLITOCAEB%IFFEI Y —(Csetuid&setgidddE
[EF(CES%Zchrootd 3L TEREI D

o ZOFER. 7ILATERNY-ANAKIEICIREINS

Initializing

Capturing & filtering
(sandboxed)




FFFRI
vsftpd o

o UE-PI-—Y-EHIRSNTLFIOTRDIERTUMREN TSR
- FHENDELREMEQ, JRIDCR(NIEZERFEITD

- YRRy b ELinux kernelsr—/VEUF 4. seccomp-bpf.
chrootzFHWWTW5(vsftpd 3.0.0~)

Vsftpd Daemon

Requesting privileged

Fork() operations
per session - Login
(CTTTIL ST \ - Chown()

! Child process
' (unprivileged)

—————————————————————

1
: - New socket
1

Dropping almost capabilities
and restricting system calls
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Google Chrome

o LA JUIBZITRITOTR(IDEREN. B> FRvIR{LENTWS
— JavaScript (UE—MhBEUYSU. EFRETERVAIVTR) ZHFIRUL.
E1TIBIH

Browser Process

Task Manager - Google Chrome

-Task Private Memory CPU Network Process ID FPS |
& Browser 42,768K 2 0 8139 MJA
Tab: Chrome 28,724K 0 0 8288 0
Renderer PrOCGSS | Tab: Sandbox Status 19,224K 0 0 8413 0
(SandbOxed) | | Tab: chrome:ffgpu 22,944K 0 0 8431 12
# GPU Process 8,616k 0 A 2442 A
# Extension; GaiaAuthExtension 20,144K 0 0 8483 INfA
|PC B b ## R v FLALOEF YT 53,764K 5
Plug-in: Shockwave Flash 22,464K 5

Renderer Process
(sandboxed) _ B

Stats for nerds Close End Process

GPU Process
(sandboxed)
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— Google chromelcHlFdjavascriptDET

o I1—Y-ERRHERDIRFZZIHIIF. EiTIDUIE
— OpenSSHYvsftpd(CHBITBFREEE D> TIDETT

o 1Y —FRSERIDMEMIRETEIAULIE
— OpenSSHICHBIF 2RI DIFFFIEL
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o J\JVORRESSEDFEZE/INRIDHD. TOUSLDFHEDBECOWTIBITUR

o LinuxXICHBIID4tEDBEF EZ. LXKONDOSSZHIICERBALTZ
- JOEADEL B> RRw R4k, IPCHRA> b

o FHEDBOF I E2EEXRTHEAI DL, TF1VFT(Om LE5|FHRX(CT—-ROE
MSMEZ . BHEOBRICHN DA NIRRT D

o BLWEFIUT(ZERINDTIVT—23> (U= J347> M 2RINT) DR
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e Syscall Filters
https://fedoraproject.org/wiki/Features/Syscall Filters

e The Chromium Projects: Design documents
http://dev.chromium.org/developers/design-documents/

e Using simple seccomp filters
http://outflux.net/teach-seccomp/

o Vsftpd
https://security.appspot.com/vsftpd.html
e (OpenSSH

http://www.openssh.com/

e Preventing Privilege Escalation[Niels Provos et al, USENIX Security 2003]
http://niels.xtdnet.nl/papers/privsep.pdf

e (Capsicum[Robert R.M.W et al, USENIX Security 2010]
http://static.usenix.org/event/secl10/tech/full papers/Watson.pdf
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