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HUHLENMERTESTFLALDL

void myfunc() { main(): OHYTE myfunct():

printf("myfunc1\n")
} a2 84 JVBHZa—FIEA
Vo h—REBREEDHAL call check_func
int main(int argc, char* argv(]) ‘ call (*myfunc)() £

{

void("myfunc)() somewhere:
myfunc = myfunc1; et N '
(*myfunc)(); “ shell code
return O; RUHLENMEETER
WZFLRADIGE . Hlstz=
} SEEED
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In Visual Studio 2015 Preview
e AVINATZA T3V TUTOATI 3V %IBE
- BuUATarvEL->ITWS
cl /d2guard4 test.cpp /link /guard:cf

2% : http://blogs.msdn.com/b/vcblog/archive/2014/12/08/
visual-studio-2015-preview-work-in-progress-security-
feature.aspx
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OPTIONAL HEADER VALUES
10B magic # (PE32)

C140 DLL characteristics
Dynamic base
NX compatible
Guard

Terminal Server Aware

OPTIONAL HEADER VALUES
10B magic # (PE32)

8140 DLL characteristics

Dynamic base
NX compatible
Terminal Server Aware

Guard CFZE#IZLI=15&
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» Load config structure

Section contains the following load config:
0000005C size

0041D108 Guard CF address of check—function pointer
00000000 Reserved
0041D150 Guard CF function table
2A Guard GF function count
00003500 Guard Flags
CF Instrumented

FID table present
Protect delayload IAT
Delayload IAT in its own section

Guard CFE2E®IZLI=5E . LEED 5L EHmAEMSIND
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» Load config structure

Guard CF Function Table

Address

00401000
00401030
004011EO
00401270
004013F0

« Uy Hhindirectcallend@& =) A 77y 7L, Guard CF
function table=ERK 9 %
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int main(int argc, char* argV[]) .text:00401050 push  ebp
{ .text:00401051 mov ebp, esp
.text:004010653 sub esp, 8
. . .text:00401056 mov [ebp+var_8], offset sub_461638
VOId(*myfunc)(), .text:0040105D mov eax, [ebp+var_8]
.text:06461068 mov [ebp+var 41. eax
.text:006461063 mov ecx, [ebp+var 4]
. .text-00401066 call 1 gquard check icall fptr |
(*myfunc)(); .text:aam{iaoa call _ [ebp+var 4]
. .text:0040106E Xor eax, eax
return 0’ .text:004610670 mov esp, ebp
} .text:00481072 pop ebp
.text:004061073 retn
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Security assertion (int 29h) FIAZREIE S

Address Type Size Committed Private = Total WS Private ... Sharea... Share.. Lock.. Blocks Protection Details

001F0000 Shareable 64K 64K 4K 4K 1 Read/Write

00220000 Shareable 76K 76K 72K 72K 72K 1 Read

00240000 Thread Stack 256 K 4K 4K 12K 12K 3 Read/Write/Guard 64-bit thread stack

00280000 Thread Stack 1.024 K 20K 20K 12K 12K 3 Read/Write/Guard Thread ID: 5068

(# 00380000 Shareable 16K 16K 16K 16K 16K 1 Read

00330000 Private Data 8K 8K 8K 8K 8K 1 Read/Write

003A0000 Mapped File 728K 728K 128K 128K 128K 1 Read C:\Windows\System32\locale nls
00520000 Private Data 64 K 20K 20K 20K 20K 2 Read/Write

00610000 Heap (Private Data) 1,024 K 43K 48K 43K 43K 2 Read/Write Heap ID: 1 [COMPATABILITY]

C:\Users\Yosuke'\Desktop\cfgtest \bin\cfgtest exe

00AEQ000 Shareable 56 K Reserved

00AEE000 Shareable 28K 28K 12K 12K Read

00AF5000 Shareable 84K Reserved

00B0A00D Shareable 8K 8K 8K 8K Read m ﬁé *LT__

00BOC000 Shareable 24300 K Reserved -~

022C7000 Shareable 5580 K 5580 K No access 0

0283A000 Shareable 24K 24K 8K 8K Read b |tm a pﬁﬁm

02840000 Shareable 348K 348K No access

02857000 Shareable 16K 16K 4K 4K Read

02838000 Shareable 128K 128K No access

028BB000 Shareable 4K 44K 12K 12K 4K Read

028C6000 Shareable 2,152K Reserved

UG s ar~ =y rEoER TR 2R rol TR 220220 LR Clenray - on C:\Windows\SysWOW64\KemelBase dll

76DC0O000 Image (ASLR) 896 K 576 K 16K 156 K 12K 144K 144K 12 Execute/Read C:\Windows\SysWOW64\kemel32 dl

vmmaplZ&d 7Ot XD AT ERIRRDESR
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bool It(int x, int y) { sort2(): sort(): It():
return x <y; QU ILEDINAFYE | - e ID 17

Y smanfEing (12 |call sort —]

bool gt(int x, int y) { callID171 _~|retID 23
return x > y; D55 w

) S, O CEEG e ¢

sort2(int a[ ], int b[ ], int len){ call sort 7] “~_| ... v D17
sort( a, len, It ); D 55 4__.____‘Fret ID 55 AN R

}sort( b, len, gt ); CFlI=&3 ret ID 23

ret .. MUHLERE
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sort2(): sort(): It():
bool It(int x, int y) { 0 y y
return x <vy; /J',
) 2/ LEsSa—FEA | call sort | call check_func
bool gt(int x, int y) { Joh—REEBEEDHAL call [ebp+var_4] ret
return x > y; - T —\
} call sor/ 1\ gto:
sort2(int a[ ], int b[ ], int len){ t
sort( a, len, It); P re .
sort( b, len, gt); 1 ret
) ret ..
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*  “Visual Studio 2015 Preview: Work-in-Progress Security Feature”
http://blogs.msdn.com/b/vcblog/archive/2014/12/08/visual-studio-2015-preview-work-
in-progress-security-feature.aspx
(2014/12/19 viewed)
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«  MJO0011, "Windows 10 Control Flow Guard Internals®, Power of Community 2014.

« Martin Abadi, Mihai Budiu, Ulfar Erlingsson, and Jay Ligatti, “Control-Flow Integrity”,
ACM CCS’05, November 2005
http://research.microsoft.com/apps/pubs/default.aspx?id=64250
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