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Remote Exploitation of an Unaltered Passenger Vehicle
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Remote Exploitation of an Unaltered Passenger Vehicle
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How To Hack a Tesla Model S
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Exploiting the DRAM rowhammer bug
to gain kernel privileges

o AFUIS—(CKDEY MKEE (Rowhammer ) ZEHAUERSSEITORR
e Rowhammer & (& DRAM DB (C4E > TEIMEL TLB X EU)LEIDFE(CK
PEY NRERT S —DRRE
e LDLIDICEY MREZEIRE(CFIFAT DM ?
- SIALREY MNREEDITIRD IERFICIERFBMEC D X 27 —IIBE TR TE
- CDOTFT—HEECHRILEITEZLDAEY ZIEDH D
- BEv MNRENRETDIDEFD
o ATFBUIS—EFRRICS>AHL BIRE. FHER) REOERIETIEENDD
- Rowhammer (VI NI T V7 THFEETE., R1ETD
- REEvY MRERIE. KDL OFHHAIEE
e x86 T Rowhammer BEE3EH
- ZE41 CLFLUSH i CHFvwv>a1%&/\1/){RXT 3D
- E{$2 DRAM OARBITZRER
- B3 2DULEDT7RLRAZEHRTD



N FFRI
Exploiting the DRAM rowhammer bug \
to gain kernel privileges

o EEFEZR (rowhammer-test)
e I1—H—-F>2RTET. 1IGBERLTEY MEZEA
o H—X)LDAMMOTOCRERIET DI TIHD
e L\KDHMD/—b PC (2010-2011FFFIL)TERULER. Ev MRERZHER
e 2D Exploit MDA
- XEVUI(CEEITDZEEH® rowhammer ZRESIETCESTRZ S
— Chrome @ Native Client (NaCl) 5> RRw 2D/ 1 )X
- TFERFRLACZSwY>TIZ2I-RIZATL—U. Ev NREETL X
HESZEESMZ T, YRRV IR T
—  Linux 7—>)L TCOERFHE
- R=—=>F-JIJILI> MJ(PTE)TDE Y bEx%=FIH
- R=—"F-DIIGGHEZTHERZ ITDZH., VMEXEIZIATL —93
- YIEXEU% PTE TIBHDIFIEDAES
- 7 DDATY I THERFIEICEDIER
- WENCEDSELVRWT—RHD



. ~ FFRI
Exploiting the DRAM rowhammer bug to gain \

kernel privileges

VIR T7DH2 RRYOINELIRDE. WEEEZDK DR \— ROEERR/N
DRSNS D

- Rowhammer (ZEFE4EZ T DREE TR

- \— ROITHRRY TR L TOBHHERY B 0(FEE

- I\=BRR2A—-FFa VT ZERDIRE, FLIDUEARERICDUVTIER
(a2l S YANCS

e FFRI US—Fv—0DEER
- DRAM DX OSREMBEPRDAESZ exploit (CHAITD7Z7TO—F(IIEE(CEFF

- 2D® exploit fIHfRENTNDH, —EHRIREBENES(CERA T DIDEE LU
ER/NND.

—  Linux O—=R)LOERFEFIEZ E> M Windows 12 OS X TRIERDIZJT0O—
FHMRST SN BeIEEEN D D



I oo
\

WSUSPect — Compromising the Windows
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WSUSPect — Compromising the Windows
Enterprise via Windows Update
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When IoT Attacks: Hacking a Linux-Powered Rifle

- https://www.blackhat.com/docs/us-15/materials/us-15-Sandvik-When-IoT-Attacks-Hacking-A-Linux-Powered-Rifle.pdf
ZigBee Exploited the Good, the Bad, and the Ugly

- https://www.blackhat.com/docs/us-15/materials/us-15-Zillner-ZigBee-Exploited-The-Good-The-Bad-And-The-Ugly.pdf
Attacking your “Trusted Core” Exploiting TrustZone on Android
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- https://www.blackhat.com/docs/us-15/materials/us-15-Shen-Attacking-Your-Trusted-Core-Exploiting-Trustzone-On-
Android.pdf

TrustKit: Code Injection on iOS 8 for the Greater Good

- https://www.blackhat.com/docs/us-15/materials/us-15-Diquet-TrustKit-Code-Injection-On-iOS-8-For-The-Greater-
Good.pdf

ROPInjector: Using Return-Oriented Programming for Polymorphism and AV Evasion

- https://www.blackhat.com/docs/us-15/materials/us-15-Xenakis-ROPInjector-Using-Return-Oriented-Programming-For-
Polymorphism-And-Antivirus-Evasion.pdf

Exploiting the DRAM rowhammer bug to gain kernel privileges

- https://www.blackhat.com/docs/us-15/materials/us-15-Seaborn-Exploiting-The-DRAM-Rowhammer-Bug-To-Gain-
Kernel-Privileges.pdf

WSUSPect - Compromising the Windows Enterprise via Windows Update

- https://www.blackhat.com/docs/us-15/materials/us-15-Stone-WSUSpect-Compromising-Windows-Enterprise-Via-
Windows-Update. pdf

Server-Side Template Injection: RCE for the Modern Web App

- https://www.blackhat.com/docs/us-15/materials/us-15-Kettle-Server-Side-Template-Injection-RCE-For-The-Modern-
Web-App-wp.pdf

Using Static Binary Analysis To Find Vulnerabilities And Backdoors in Firmware

- https://www.blackhat.com/docs/us-15/materials/us-15-Kruegel-Using-Static-Binary-Analysis-To-Find-Vulnerabilities-
And-Backdoors-In-Firmware.pdf
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