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Car Hacking: Withess Theory to Scary and Recover From Scare
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Remote Exploitation of an Unaltered Passenger Vehicle \
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[2015.10.21-22, ®E, JdtFE]

Black Hat USA 2015 TH®Z*XU. Jeep Hack LU TEEREICR DI Charlie Miller K
& Chris Valasek K(C&2FEE

e MNAI(L. Black Hat USA 2015 &[EIUIEH. Black Hat &(FERVERINEATAR
NMARENTWS (ZERZESR)

o COFREEF EFRICKIREEZSITHEN, COFEEKE 9 HICRESINS escar Asia
2015 THERA BRFEEREHNCOERAICHNTUE

o BHERMIRBRAEICDOVTIE. SN AELTUVBIRTA M—=/){—1BZED FFRI Monthly
Research #£&H8



SELF-DRIVING AND CONNECTED CARS: FOOLING SENSORS .-\
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Black Hat Europe 2015
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SELF-DRIVING AND CONNECTED CARS: FOOLING SENSORS
AND TRACKING DRIVERS (cont.)

Black Hat Europe 2015
[2015.11.10-13, #5245, FLARTILE L]
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Don’t Fuss about Fuzzing: Fuzzing in-Vehicular Networks
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Fault Severity Fault Kind Reproducible Non-Reproducible
EXPLOITABLE Garbage Response 6
Server Stopped Responding - 2
PROBABLY EXPLOITABLE Response Timed Out 203 492
PROBABLY NOT EXPLOITABLE Request Not Delivered 1563

Table 1: Triggered faults organized by severity and kind
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Common Security Flaws in Connected Cars Systems
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SyScan360 (https://www.syscan360.org/en/)
e (Car Hacking: Witness Theory to Scary and Recover From Scare
- https://www.syscan360.org/slides/2015 EN AutomotiveCyberSecurity JianhaolLiu JasonYan.pdf

Black Hat Europe 2015 (https://www.blackhat.com/eu-15/)
e Remote Exploitation of an Unaltered Passenger Vehicle
- http://illmatics.com/Remote%20Car%20Hacking.pdf
e  Black Hat USA 20155 —~_qLR—b
- http://www.ffri.jp/assets/files/monthly research/MR201508 Black Hat USA 2015 Survey Repor

t ENG.pdf
e  SELF-DRIVING AND CONNECTED CARS: FOOLING SENSORS AND TRACKING DRIVERS

- https://www.blackhat.com/docs/eu-15/materials/eu-15-Petit-Self-Driving-And-Connected-Cars-
Fooling-Sensors-And-Tracking-Drivers.pdf

- https://www.blackhat.com/docs/eu-15/materials/eu-15-Petit-Self-Driving-And-Connected-Cars-
Fooling-Sensors-And-Tracking-Drivers-wpl.pdf

- https://www.blackhat.com/docs/eu-15/materials/eu-15-Petit-Self-Driving-And-Connected-Cars-
Fooling-Sensors-And-Tracking-Drivers-wp2.pdf
13th escar Europe (https://www.escar.info/escar-europe.html)
e Don't Fuss about Fuzzing: In-Vehicular Networks
e  Common Security Flaws in Connected Cars Systems
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