FIFR
X

Monthly Research 2016.10
STRIDEDZ{tH:L
tFIVF( EATESHIBRDTFIE

FFRI, Inc.
E-Mail: research-feedback[at]ffri.jp http://www.ffri.jp
Twitter: @FFRI_Research




FFR{
BiX

o HIE
e STRIDEDZALH
— STRIDE-per-Element
— STRIDE-per-Interaction
— STRIDEQZ bt ZLEER
o TFIUTHEH/TEZTHIBRONFE
o XL
o &5k




FFRI
iy 2 \

o SASFEASCEIEHEBRIMN
DEDOERE 1.3 ATIERRBED FiEZzBEMETD

1Bz
‘ o M2.BROGEVHUITHIAHINS
STRIDE ~ 2.BED5EL\HL FiEBECDVWTEELBNT
Attack Library - STRIDE%E,EJZM bbLFﬁb@?(
3. K5 (-SSR URFEERENY
Attack Tree 4.BEi%5|SEC9 o
IEPSDLIES o NETEREIGEEHINITEEITTHL.
TFIFTHBHCEDIVTUTIBRD
X ERDERHE FEZBIT
- FEROBZILITS



STRIDE-per-Element

e STRIDE-per-Elemente&(d
o "EBR"LITOCRDCT—HIO-1REDS
= %MELFCL@('CE FEAREY (BB
- EUBRZAIELERHULTLEIS
e FIIg

SbHD

FIFRI
N

DFDOE3RICSTRIDEZ ERAUBERZEH

ECHD

ZRVZEH I DIENIHEE

- DFDMSERZEDHL. FELORICHTIHTERZEH

— "F.:E(D%z(iﬁ VWIERTIFABVDT. FIFABEMREODITXISREIAR
ZRRETU. AU TORWEFMDSNIIAZIE T INEN DD
_E-_EIIE
NSBIVFT14714 Vv
2’0t X v VARV v v v
F—4I0- v VooV
T—HANF ¢ = e &) VooV



FFR{
STRIDE-per-Interaction

e STRIDE-per-Interaction&(&

- DFDOH N5, Trust Boundary E3XZE9 27 —5J0—-%ZE0DHU
“origin” , "destination” , “interaction”(CEBEUTERZzEL

e Trust Boundary ({S381E5R )&
- BIELTOWRHEE1 > — T 1/ AN N BDIRTHHR
o 5:J5HEWebY —/\-DIEFHE

e Microsoft Threat Modeling Tool

— Microsoft U TVREBRRET>IY—IL T, 20145FE07vT
F— NABF TR E2 AL TV

— Jef2U Trust Boundary EXXZEUTORWT—AI0-EDAIERELT
HD. CCTEBAIASTREIDE-per-Interaction& (3526853



S
FFR]
\

STRIDE-per-Interaction

g %@&L:u\jéimﬁ

1. FPOHERGHEBIFRICE O TRELIDIBRIZIED—

EREFRL

2. DITRROIZATLAODFDZAER. Trust Boundary6scik
3. Trust Boundary £XXZUTVWRT—45J0—ZihH
4. F—-AJ0-OminDEZRDOELESN (origin, destination) 8B/

Zzolll 10—
5. RDIFHULBRERICTEDD

Table 3-10: STRIDE-per-Interaction: Threat Applicability

ERCIER, BRIZRE DT

Commands . it ELEMENT  INTERACTION s
Arowser > Contoso.exe < Process Process has outbound data X
Responses ! e (Contoso) flow to data store.
Process sends output to X
another process.

Table 3-11: STRIDE-per-Interaction (Example)

ELEMENT INTERACTION S T
1 Process Process has out ‘Database’ is spoofed
(Cantoso) bound dataflow  and Contoso writes to the
to data store. wrong place.

/\ 2
/ Creale(wmgets» \\no;ets
TI"USt BOU ndal’y 3 Process sends output to X

;EL/_C(/\éT—@Qd; external interactor (code).

4 Process sends output to
external interactor (human).
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