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1. Spoofing the Human User External Entity

[State: Not Started] [Priority: High]

Category: Spoofing

Description: Human User may be spoofed by an attacker and this may lead to unauthorized access to
Justification: <no mitigation provided:>
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Title: |{source,Name} Process Memocry Tampered

Threat Generation Expressicns:

Generation expressicns determine when an instance of a threat type gets created for a threat model

Include: |source is [Generic Process] and target is [Generic Process] and target.[Code Type] is 'Unmanaged’

Excludes

Threat Property Presets:  (Enter text that will be included in each instance of the threat that is created in a diagram. You can us
Use curly braces to insert a macro, for example "Look for issues with the {flow.name} flow". You can

Descrinti If {source.Mame} is given access to memory, such as shared
escription {target.Mame}. Consider if the function could work with les

Justification

Pricrity
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e Threat Modeling
— http://threatmodelingbook.com/index.html
e SDL Threat Modeling Tool

— https://www.microsoft.com/en-
us/download/details.aspx?id=49168

e Microsofts New Threat Modeling Tool

— https://blog.secodis.com/2016/07/06/microsofts-new-threat-
modeling-tool/

e TRIKE

— http://octotrike.org/
e SeaMonster

— https://sourceforge.net/projects/seamonster/?source=navbar
e SecuriTree

— http://www.amenaza.com/




