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e SDK N\=232(324T, V)—-ZN\=>32(F 7.0 LI2DTLVD
rpi3:/ # getprop | grep ro.build.version

(&%)
[ro.build.version.release]: [7.0]
[ro.build.version.sdk]: [24]

(&%)
— APINSHESRUTAESRIE T EC D@

o V—-X
Log.d("Android SDK Version", ""+Build.VERSION.SDK_INT);
e logcat DFEER
03-07 08:43:37.075 9756-9756/com.example.test.myapplication D/Android SDK Version: 24
- uname JY>RTHUEUIZS AT LADEERIE T 5CDiED

rpi3:/ # uname -a
Linux localhost 4.4.19-v7+ #1 SMP PREEMPT Thu Feb 9 10:45:31 UTC 2017 armv/7/I




-
FFRI
\

7AWV AT ADRE
e mount IY¥>RICEBNT> MARBDF IV
- selinuxfs
o SELinux ZEIEI3cedDI7(IV> AT

rpi3:/ # mount

/dev/root on / type ext4 (rw,seclabel,relatime,data=ordered)
€=1)

selinuxfs on /sys/fs/selinux type selinuxfs (rw,relatime)
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rpi3:/ # Is -al
total 2400

(&)
-rwxr-x--- 1 root shell 806624 2017-02-09 10:39 init
-rwxr-x--- 1 root shell 887 2017-02-09 10:39 init.environ.rc
-rwxr-x--- 1 root shell 24183 2017-02-09 10:39 init.rc
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— Android Things T(d etc FI(C service ¥ sysconfig RELINUXT —RZEYRRY
N =52 TE T71 JWEFELZL
— Android Things O#JEAEETE I7A(IL “/init.rc” (CEFZEEAD
— init.rc Z PC REICEUSL. on init OREC T ez Ecuk
setprop service.adb.tcp.port [EEF ZR— ES]

- (1) ’E\Ebk init.rc J7A{ )& C:¥Users¥test>adb root
Android Thi ngs @H(ZJ:E?—E C:¥Users¥test>adb connect [IP Address]
=

C:¥Users¥test>adb remount

- (2) adb D‘B%%ﬂh?’:ﬁ%—ﬂ: remount succeeded

. C:¥Users¥test>adb push init.rc /init.rc « (1)
YERRNEEINADTIZEIE [1009%] /init.rc

_ — {7, C:¥Users¥test¥Documents¥17_02>adb shell chmod 750 /init.rc <« (2)
EEE}J Hﬁ(‘-j?/“ [/b nJ .ﬂn&ih C:¥Users¥test¥Documents¥17_02>adb shell Is -al /init.rc

FIAI MOIRN—FMHZEEINS -TWXr-x--- 1 root root 24249 2017-02-20 12:16 init.rc
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iptables V> REFEL. ERATDIEN A HE
— rootN\F484&. iptables -L ON¥> RTIRTEDI1ILI) ) HHEER BT BE

rpi3:/ # iptables -L

iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

bw_INPUT all -- anywhere anywhere
- T4V DENE

. Wi-Fi7’57‘7’/5’ﬁ'1§EEI‘C‘0)55557|'§— MOT7 I AZR %55 TE
o Wi-FiFZBMICTBRGBEE I TN —IZZET DENLEFLL

C:¥Users¥test>adb devices
List of devices attached
192.168.0.10:5555  device <« Wi-Fi £ CadbiEfs

C:¥Users¥test>adb shell iptables -A INPUT -i wlanO -p tcp --destination-port 5555 -j DROP
C:¥Users¥test>adb devices

List of devices attached
— EREINTLV:
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e androidboot.selinux=permissive
— permissive % enforcing (CEEU TR
- R—R(CIBAUILENT BE SELinux BMERNCBOTVRENERTES

rpi3:/ # getenforce
Enforcing

- BEEIV> RELTchecontPrestorecon(IfF1E 9 dhH' semanage (FFFIELRRL
e Su CO root ADIEPRFAHE

— Android Things Tl passwd IX> RIFERT. /etc B FIC passwd,
shadow J71IL%Z:%EL CHRIE ()

— root [I\AD—R%ZEHTEITIELLITE su 2ETIERVSRICOVWTHRE R IR
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Android Things
— https://developer.android.com/things/index.html
e Android Things Developer Preview 2

- https://android-developers.googleblog.com/2017/02/android-things-developer-
preview-2.html

e Weave
— https://developers.google.com/weave/
e SELINUXTHEMMAHHZZOTTI)T1Z2EZHD (1BiR) —— tHAHAHHERZSICSELinuxziER I3

- http://www.kumikomi.net/archives/2008/09/19selin2.php?page=6
e Android Debug Bridge

- https://developer.android.com/studio/command-line/adb.htmI?hl=ja
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- http://www.slideshare.net/chancelab/android-27395892
e Validating SELinux

- https://source.android.com/security/selinux/validate.html
e Weave Developer Tools

- https://developers.google.com/weave/guides/apps-tools/overview






