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Abstract In recent years, it has been getting more difficult to detect malware by a 
traditional method like pattern matching because of the improvement of malware. 
Therefore machine learning-based detection has been introduced and reported that it 
has achieved a high detection rate compared to a traditional method in various research. 
However, it is well-known that the accuracy of detection significantly degrades against 
data that differ from training dataset. This study provides a method to improve accuracy 
of detection by filtering evaluation dataset based on similarity between evaluation and 
training dataset.
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jubarecommender

{ 
   "method" : "minhash", 
   "parameter" : { 
    "hash_num" : 64 

}, 

"converter" : { 
   "string_filter_types": {}, 
   "string_filter_rules": [], 
   "num_filter_types": {}, 
   "num_filter_rules": [], 
   "string_types": {}, 
   "string_rules": [ 
    {"key":"*", "except":"api_call", "type":"space", 

"global_weight":"idf", "sample_weight":"bin"}, 
    {"key":"api_call", "type":"space", 

"global_weight": "idf", "sample_weight" : "log_tf"} 
   ], 
  "num_types": {}, 

   "num_rules": [{"key" : "*", "type" : "num"}] 
  } 

} 
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jubaclassifier

{ 
 "method" : "AROW", 

 "converter" : { 
  "string_filter_types": {}, 
  "string_filter_rules": [], 
  "num_filter_types": {}, 
  "num_filter_rules": [], 
  "string_types": {}, 
  "string_rules": [ 
   {"key":"*", "except":"api_call", "type":"space", 

"global_weight":"idf", "sample_weight":"bin"}, 
   {"key":"api_call", "type":"space", "global_weight": 

"idf", "sample_weight" : "bin"} 
  ], 
  "num_types": {}, 
  "num_rules": [{"key" : "*", "type" : "num"}] 
 }, 

 "parameter" : { 
  "regularization_weight": 1.0 
 } 

} 
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(%)
 0.8 2612 481 986 2247 365 14 

0.85 625 711 2130 482 18 
0.9 834 396 1950 662 25 

0.95 1155 193 1687 925 35 
1.0 1633 75 1184 1428 55 

 0.8 3951 652 2942 3392 559 14 
0.85 1532 1663 2619 1332 34 
0.9 2513 206 1722 2229 56 

0.95 3185 51 985 2966 75 
1.0 3636 24 397 3554 90 

 2  
Total TP FN TN FP Err TPR FPR Precision 

 1814 978 20 796 5 15 0.97996 0.00624 0.99491 
 2893 539 124 2127 100 3 0.81297 0.04490 0.84351 
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