FFR

\ PacSec 2008 Conference
Inside "Winnyp"

- WinnypO RSBl {EER YD —2
oa—Y T RTLDESR

Fourteenforty Research Institute, Inc.

BXEtt 74T1—0 74T+ E R R AR
http://www.fourteenforty.jp

ZFYIRYITIVO=TF AL EHE




I i
\

[FLHIC

Winnyp&ld. BERRA WV OCEEHE LR ERTGE THERIE LGS T=Winny %
BEL=P2PEI D7 ALY Tk

Winnypld, WinnyED B A ZRFS  BREZITICETWinnyEDBEIEZET
STEMTED

Winnyp B ATl . IF S B4 BALIE AWinny [CEER TE#HIZEH-> TS
SETWinnypZ 2T L1I=E LSS (EH M- TULVELY

SEE. WinnypDIESZILTd) X LIZDOWTOETHFKRE. yO—1) 5
o AT L (WinnypRadar) D E A4 &



I i
\

Agenda

1. WinnypD A EREN1E

2. BRAPP7I)r—iar &g 77Oo—F

3.  WinnypRadar — Winnypr vk —990—7 -




FFR
\

1. WinnypDEFRIEZHT




FFR
Winnyp D B {EHE &£

WinnypldWinny.exeZ & T A EL>THERENZP2PO 7/ ILEEF YD
~

Winny&E B EEZES  Winny7ARI)LEZFRL TSN, I\ yhDIES
ZILOYXLIZHBDT7ZILIYXLEZFERHALTLNS




FFR\
Winnyp D EN{EBE £

Winnyp . WinnyDZEITI77AILIZX LT, M BIZYERLL F=Winnyp.dIIZ 5
HIAFEEFBEIZLYENMET S

BIELI=77A4ILHBIE, Winnyp.dIDinitEAE D A EEULH T LIIZH-
TW%

S ] WINNYP.EXE PI | Ordinal~ | Hint Function | EntryPoint | |
v (] ADYAPI32.DLL B3 |nia 0 (0x0000) | init Mot Bound |
----- ] KERMEL32.DLL
~~~~~ ] VERSION.DLL
----- ] WsoCK32.DLL
----- ] WINSPOOL.DRY
----- ] COMCTL32.DLL
----- ] COMDLG32.DLL
- ] GDI32.DLL

~~~~~ ] SHELL32.DLL
----- ] USER32.DLL
~~~~~ ] OLEAUT32.DLL
----- WINKYP.DLL

Ordinal ~ | Hint Function Entry Point
1 {0x0001) | 0{0x0000) | init Ox00003660
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AN Ll

loc_44DEE7T:

mov edx, [ebptarz_0]
Moy eax, [edx+042990h]
maoy ecx, 258h

cdq

idiv ecx

test edx, edx

inz short Ioc=440880

L* l

Nl

call init

test eax, eax

iz short Ioc=440880

I}I

BN Ll
push 0 ; uExitCode
call sub_531D0C
pop ecx
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/% SHA1 initialization constants */
context->state[0] = 0x67452301;
context->state[1] = OxEFCDABS9;
context->state[2] = 0x98BADCFE;

T e I T e O T I L L R T
ar *°Fk | g (o= bR .
452301h

0EFCDABSSh 231: {

e this->state[0] = 0x67452301;

10325476h this->state[1] = 0xEFCDABSS;
this->state[2] = 0x98BADCFE;

T LY LN N PRECLIN 1 1 LT

dword ptr 4

mov eax, [esptarg_0]
Xor BCX, BCX

mov dword ptr [eax],/®
moy dword ptr [eax+4V
mov dword ptr [eax+8], 79
dword ptr [eax+0Ch],
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