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Theme and goal

Theme

SEH overwriting is one of the major methods for exploiting
Windows software.

We already have several protection mechanisms for SEH overwrites.
Is the protection provided by DEP and SEHOP enough?
How about the protection from SafeSEH and SEHOP?

Goal

To reveal which combinations of the known protection mechanisms
for SEH overwrites are really effective.

On the way to the goal, | will show you that we can bypass SafeSEH
and Software DEP and Hardware DEP and SEHOP, all at the same
time, under certain conditions.



Target environment

Windows XP SP3
Windows Vista SP1
Windows 7

32bit processes on x86
32bit processes on x64 (WOW64)

Visual Studio 2008 was used to compile all the
programs in this presentation.



Review of SEH Overwrite



About SEH

e SEH is “Structured Exception Handling”

* Exception handling system provided by
Windows

int test(void){

__try{
/I Exception may occur here
}

__except( EXCEPTION_EXECUTE_HANDLER ){
// This handles the exception

}

return O;

}




Inside Windows Exception Dispatching

Thread Information

ExceptionList

typedef struct EXCEPTION RECORD({

struct EXCEPTION RECORD * next;

PEXCEPTION ROUTINE handler;
} EXCEPTION RECORD;

Stack

EXCEPTION_RECOR

P ————— . _— s = e )

SEH chain



SEH Overwrite Attack

Stack Process Memory Space

Overflow!




Stack after an exception handler is called

Stack
ESP

EXCEPTION_DISPOSITION __cdecl _except_handler (
struct _EXCEPTION_RECORD *_ExceptionRecord,
void * _EstablisherFrame,

ESP+8 struct _CONTEXT *_ContextRecord,

void * _DispatcherContext

)

—

pop eax
—> pop eax
—> retn

Attackers Arbitrary Code




Protection mechanisms



Protection mechanisms

/GS

SafeSEH
SoftwareDEP
SEHOP
Hardware DEP
ASLR



/GS

e Stack Guard by Visual Studio compiler

 This checks if a buffer overflow occurs before
returning from a function.

* Thisis irrelevant to SEH overwrites because an
exception can be generated before the check.



Protection mechanisms

SEH overwrites specific



SafeSEH

A module protected by SafeSEH

Handlerl 0x00002550
Handler2 0x00049080

Handler3




Weakness of SafeSEH

Memory Space




Modules not protected by

be - thunderbir

|EI File Yiew Debug Plugins Optu:uns Window  Help

SafeSEH

(Blx| wn] sid 4 W] s L E[M|T|W/H|C|/|K|B|R|..|5| E|F]?]

SEH mode Ease Limit Modu Le wersion Modu Le Hame -
~Safte5EH OH HxFdSEEEDE | OnFddbEE0E | .88, 29805622 (Hpsp_sp3_adr. B3| C:~WIHDOWS~swstemI2~5HELLIZ. 11

~SafeSEH OH Br Fo9dEA0E | OnFo9dfA0E (5.1, 26885755 (wpsp_sp3_gdr.@9@| Ce~WINDOWS~swstem3d2~ntdl l.dL1 |
<SafeSEH O Bq FcEEEARE | Bn 933808 (5.1, 26885721 (wpsp_sp3_gdr.@9d| Ce~WINDOWS~swstend2~kerne 132,11

~“SafteSEH OH B PP FadanE | bOsFPfblAbE | 5.1, 268A.5824 (wpsp_sp3_gdr.@9d| C:~WINDOWS~swstemId2~Secur3d2. dl 1

~SafeSEH OH BRTrF2EE8E8 | G758 | 4,00, 2988.5512 (apsp.@28413-218| Co~WMIMDOWS~systen32~SHLWAPI. L1

~SafeSEH OH B Fredd@AnE | OxFFf19a08 (5.1, 268A.5698 (dpsp_sp3_gdr.B81| C:~WINDOWS~swsten32~G0I32.d1L L

~SafteSEH O OrFredd@ne | OnFPec2@0l (5.1, 26885735 (Hpsp_spd_gdr. 98| Co~WIHDOWS~swstenId2~RPCRT4.d1 L

~Safe5EH OH BrFrd8EanE | OnFre29@08 (5.1, 2688.5755 (wpsp_sp3_gdr. 898 | C:~WINDOWS~swstenI32~HOUAPIZZ2. A1 L

#SafeSEH OH BRrrcfEaas | Bxrrdogaas (5.1.2688.5512 (psp.@38413-21685 Co~WIHDOWS sy stem32~USERS2. AL L

~SafeSEH OH B FFPbcEA0E | BeFPcl2A0E 7.8, 2688.5512 (dpsp.08E413-2111( Ce~WINDOWS~swstenId2~msuwcrt.dl L

<SafeSEH OH Br7rbbEEEE | GxFrbbEEEE [5.1.2688.5512 (dpsp.@38412-21685| Co-WIMDOWS~systen22~UERSTIOM. d1 1

~“SafteSEH OH B P716EA0E | e FP263808 (5.8 (Hpsp.@204132-21@5) Ce~WINDOWS~WinSu5~a25_Microsoft. Windows. Common—Controls_&595L
~SafeSEH OH B Frodaans | Bs 77 15bA0E (5.1, 268A8.5512 Cz~WINDOWS~swsten32~0LEAUTSZ2. A1 1L

~Safe5EH OH b FPGafBaA0E | OsFeblbADE (5.1,268A8.5512 (Hpsp.088413-A5845| C:~WINDOWS~sywstem32~WIHMM. L L

Mo SEH BREET4EEEE | BRcE 49888 (5. 1.2688,5512 (dpsp. 823841321685 Ci~WINDOWS sy sten32~LPE. OLL

~SafeSEH OH Br719dE8a8 | Ba719d48888 [ 5.1.2688.5512 (dpsp.@38413-0852| Ci~MINDOWS sy sten32~S2HELF. A1 1

~BafeSEH OH Br7l9edaas | Ea719fvEEaE (5.1.2688.5512 (Hpsp. @238413-6852 Cr~WIHDOWS sustem32-S2_32.dL 1

Mo SEH B 7l adEEaas | Ga7laBbEad [5.1.2688,.5512 (dpsp.@384123-0252 | Co-WIMDOWS~systen32-E0CK32. d1 1

~SafeSEH OH Br72fEEEEE | B F2FPEeEEE [5.1.2680.5512 (dpsp.@38412-0252) Cr~WIMDOWS sy sten32~INSFOOL . DR

Mo SEH BH TS E2E8688 | Ga73feb@@d |1.04268.2608,5512 (qpsp.@20413-2| Co~WMIMDOWS~systen32~USP18. L1

~SafeSEH OH b FeZ2eBA0E | OrFe2fdAanE (5.1,268A.5512 (Hpsp.B088413-21685| C:~WINDOWS~swstem32~IMM32. OLL

~SafteSEH O OxFeIEEA0E | OnFe3423808 | S.80.2980.5512 (dpsp.@2@413-218| C:~WIHDOWS~swstenId2~comd 932, d1L L

~Safe5EH OH BrFRIVEADE | OnFGaaddbl (5.1,2688.5512 (wpsp.088413-2188| C:~WIHDOWS~systen3d2~oledz. . dl 1

~Safe5EH OFF HreAdeEa0E | One@dcoanE (1.5.1.23: 2809931214 C:~Program Files~Mozilla Thunderbird-spcom _core.dll
~Safe5EH OFF HreAd4EanE | one@ds4@a0E (1.8,1.23: 28093921214 Cez~Program Files~Mozilla Thunderbird-spcom_compat.dll
<SafeSEH OFF BreA488A0E | BneAd23808 (3.12.3.1 Basic ECC C:~Program Files~Mozilla Thunderbird-ssl3.dL1

<SafteSEH OFF Hr&A3cHADE | Dne@3feAbE (1.8.1.22: 28093921214 C:~Program Files~Mozilla Thunderbird-sglite2.dll
~SafeSEH OFF HrEASFEADE | On&A38aA08 (3.12.3.1 Basic ECC C:~Program Files~Mozilla Thunderbird-smime3.dll
<SafeSEH OFF B EAZEEEAE | BREAZECEAE | 4.7.1 C:~Program Files~Mozilla Thunderbird~pldsd.dll
~SafeSEH OFF OrEe@3cEa0E | one@3sFanE (4.7.1 C:~Program Files~Mozilla Thunderbird-plod.dll

~Safe5EH OFF BrEA33E8A0E | One@344@a08 [ 3.12.3. C:~Program Files~Mozilla Thunderbird-nssutil3.dLl
~Safe5EH OFF OreAlfEanE | One@zaz@08 (3.12.3.1 Basic ECC C:~Program Files~Mozilla Thunderbird-nss3.dL1

~Safe5EH OFF HreAlcEAnE | One@le2@0E (4.7.1 Cz~Program Files~Mozilla Thunderbird-nsprd.dll
<SafeSEH OFF BreAlbEANE | Bne@lbeADE C:~Program Files~Mozilla Thunderbird-HSLOAPPRIZUEE. AL L
<SafteSEH OFF Hr5A1898A0E | On&@l 2808 C:~Program Files~Mozilla Thunderbird-HSLOARP2ZUEA. 1L
~SafeSEH OFF HrEANeBA0E | OnEcAlE2a08 (4.8 C:~Program Files~Mozilla Thunderbird-js3z258.dl1
~SafeSEH OFF By 4A0EEa B cadaEa 1.8.1.23: 2609831214 C:~Program Files~Mozilla Thunderbird-thunderbird.ene

=

Analyzing thunderb: 26567 heunzstical procedures, 5330 callz ta known, 12747 zallz to guessed functions |

| Pauzed

From Thunderbird 2.0.0.23
* All modules in Thunderbird 3.0.3 are compiled with /SafeSEH



pop pop ret in the wild

'L = thread 00

I, madule thunderb]

. File Yiew Debug  Plugine Options  Window  Help

=8 x|

BE4E1A&E
ga481R82
aa4a1R64
A48 1RG5
BE4E1AE7
BE4E1AE2
BE4E1A5E
Ba4a1A&0
BE4E1A7E
Be481A72
aa4a1R74
BE4E1A7 "
BE4E1A7E
BE4E1A70
BE4E1A28
Ba4a1A21
Ba4a1A22
ga481R22
BE481R36
BE4E1A27
BE4a1A29
BE4E1A2C
BE4E1A2E
BE4E1A2F
aa481R%8
Ba4E81A91
aa4a1R9:2
BE4E1A92
BE4E1A97
BE4E1A99
Ba4a1A%A
BE4E1A9C
Ba481R9F
Ba4E81AR1
A48 1AR2
BE4E1AR=
BE4E1AR4
BE4E1 ARG
BE4E1AR2
BE4E1ARR
Be8481ARE

LAy oo

SES424 a4
EH B2
[=t=]

~EE B2

SEFS 22
=72 81

SB4424 84

L] ] wlt B X B[]

MO EDI, ER:X

a0R ESILESI

CHP EDI.ESI

FOF ECE

JME SHORT thunderb. 884@1A0
#OR ERX,ERX

JMP SHORT thunderb. 88481 A2E
CHP DWORD PTR 55:[EBP+21,ESI
MOU ERX, EOI

JLE SHORT thunderb.8848lpss
FUSH DWORD PTR D5: [EES+ESI#4]
FUSH ERX

CALL thunderb. B64E1ARE

MOU BYTE PTR DS:L[ERX], 2@

IMC ERX

IHC ESI

FOP

CHP ESI OWORD FTR S55: LEEFP+2]
FOF _ECH

JL SHORT thunderb.88481A74
AMD BYTE PTR DS:[ERX]I, @

MOU ERX,EDI

FOP EDI

FOF EEX

RO FTR S5:[ESF+41]
PUSH 2

FOP ERX

JHMP SHORT thunderb. 88481AR4
CHP CL,22

JHE EHERT thunderb. 88468 1AARZ

IMC ERX

EL
Mou CL, BE[E PTR DS: [EDX]
aEZ SHORT thunderb. BE481ASC
MO ERS, DWORD FTR SS:[ESF+4]

5 o Tl L TP T T ] o O =l = O e ol ] = e |

Slex] »lI] w34 ¥l A 4 MHJJJEHJEHJﬂJ =7

Fegisters [(FFUI

ERX FEFOFBERE
ECH BE8EEEE2
ED BEAAEEES
EEY B88888:1
ESF 8zD3FFCC
EEF @303FFF4
ESI 88888884
EDI B88888E5

EIF VYC24128F
ES BB232

LastErr

ntdll.7C94

22bit BIFF
22bit BLFF
32bit BLFF
32bit ALFF
32bit FFFH
MULL

ERROR_SUCC

EFL B8888248 [HD.HB.E.BI

5TA emptyw
5T1 emptuw
5T2 emptu
5T3 empty
5T4 emptuw
5TE empty
STE empty
5TV emptuw

FST @aaa
FClWl B27F

+UMORM BRER
+UMORM &57A@
+UMORM &CEZ
+UMORM &2458
+UMORM FPEED
+UMORM EFCE
+UMORM 2278
—UHDRE EDSE

Cond @ B 8 @
Frecz HEAR,E55

5D =0 O 0 0

Attached process paused at ntdll DbgBreakPaint

| Faused

From thunderbird.exe




Additional check by Software DEP

Memory Space




KPROCESS structure

_KEXECUTE_OPTIONS

Software DEP

0: kd> dt nt!_ KEXECUTE_OPTIONS

+0x000 ExecuteDisable : Pos O, 1 Bit

+0x000 ExecuteEnable : Pos 1, 1 Bit

+0x000 DisableThunkEmulation : Pos 2, 1 Bit

+0x000 Permanent : Pos 3, 1 Bit

+0x000 ExecuteDispatchEnable : Pos 4, 1 Bit

+0x000 ImageDispatchEnable : Pos 5, 1 Bit

+0x000 DisableExceptionChainValidation : Pos 6, 1 Bit
+0x000 Spare : Pos 7, 1 Bit




Software DEP

Memory Space




SEHOP

SEH overwrites protection

Stack Memory Space

Overwrite!
| 0x909006eb
0x04224550 peecss

SEH Chain




Protection mechanisms

Generic protections



Hardware DEP and ASLR

 Hardware DEP prevents code without
executable attribute from being executed.

* ASLR has several impacts on the SEH
overwrites.( Explain later )



Bypassing protection
mechanisms



SafeSEH and Software DEP

Memory Space Memory Space




Bypassing SEHOP

* |tis weak if the address of a buffer overflow
and FinalExceptionHandler is known.

* Attackers can recreate a proper SEH chain.

Overwrite!
Ox12ff50
0x04224550




Bypassing Hardware DEP

Stack

e Return-into-libc

* Return-oriented programming ESP

Buffer overflow




Bypass /GS, SafeSEH, Software DEP,
Hardware DEP, SEHOP

Recreate SEH Chain (bypassing SEHOP)

Overwritten exception handler address must be in a
module which is not SafeSEH enabled ( bypassing
SafeSEH )

Create a stack to execute desired code ( bypassing
Hardware DEP )

To execute the code using the stack above, we have to
set an exception handler to some stack rewind and
return instructions ( bypassing Hardware DEP )

Trigger an exception



Recreating the SEH Chain and
Setting the Exception Handler Address

Stack Process Memory Space

R T,

Attackers Arbitrary Code

SEH Chain and Data

Exception! | FinalExceptionHandle



Good instruction to bypass Hardware
DEP

Stack Process Memory Space

r |

Attackers Arbitrary
Code




Create proper stack for return-into-libc

Stack Process Memory Space

S 0x0c24

Attackers Arbitrary
Code

Address of VirtualAlloc
Address of memcpy
Address to be allocated
The size to be allocated
MEM_COMMIT|MEM_RESERVE
PAGE_EXECUTE_READWRITE
Address to return after memcpy
Dest to copy

Src of copy

The size to be copied




Exception handlers which can be used

Stack

Attackers Arbitrary
Code

> OXxOCF8

Address of VirtualAlloc

Address of memcpy

Address to be allocated

The size to be allocated
MEM_COMMIT|MEM_RESERVE
PAGE_EXECUTE_READWRITE
Address to return after memcpy
Dest to copy

Src of copy

The size to be copied

Process Memory Space

ork
rewind

g.
e stack size.




xample of “add esp + retn”

Ibe — thunderbir: - [CPU - main thread, module M
. File  “Wiew Debug Plugine Options  Window  Help = =] x|
HIE 1 = 5 o o[ mm
Slex| vl wijvi el A HHJJJJJM
ca12B400| S3FE FF CHF ESI,-1 Registers |
EG1E6403|~74 1A JE SHORT NSLDAPSZ.E@15E4EF Tro oroooont
EQ1SE405| ES BEDEHEEE CALL NELDAPSE. 61 9EAER EFi amloFER
EA1EE400| S0 SE2TAGGA CHF ERR, 2733 S CREGRA
£A15E4DF |« 74 BE JE_SHORT MELDAPSZ. £@15E4EF EB- SFECFaE
E@1SE4EL| GF FOF EDI ESF maloFFC
EG1SE4EZ| BE POP EZI EBP HE1SFFF
Sh1SE4ca| B5cs FF be Eae EST FPFFFEFS
EG1SE4ET| GRE BOE By EDI VC9sAz2
SE12B4ES 2104 2468CHEEE ADD ESF, ACZ24 EIF BEBR1ZEY
BAISE4EE C2 RETH c & ES ooz
EA1SE4EF | ZBFE CHF ESI,EEF F 1 0:eml
EG1SE4F] |~ BFE4 43010008 : el SRS SR e s oez
EO1SE4FT| S97C24 28 MOU OWORD PTR S5 [ESP+281,EDI 4y 28
£G12E4FE| B3 B101060S MOU ECH, 181 & F: ooms
£015ECEE| 807424 28 LER ESI,DOWORD PTR S5: [ESP+23] T8 &2 oon
cE12EEE4 | SOBCZ24 ZCE4B886 LER EOI,OWCRO PTR S55: [ESP+42C1 O G
EO1SECEE| S95CZ4 20 MOU OWORD PTR SS: [ESP+2C1,EEX 08 LactEr
SH18B58F| F3:R5 REF MOLS DWORD PTR ES: [EDI] OwWorRD PTR D
EA1EEETLL| B9 A1A1AREA Mol ECx, 181 EFL Boasaz4
SE12EE1E| S07424 22 LER ESI.DMDRD PTR S5: [ESF+22] ST empty —
£G1ZEE1A| SDEC24 2RESHEBG LEA EDI,DWORD PTR S5: [ESP+S361 211 empty B
EA1EEE21| F2:iAG REP HOUS DWORD PTR ES:[EDII, DWORD PTR O 275 cmets B
£01SEC23| BEACE4 44BCEEEE HMOW ECH,DWORD PTR 55z [ESP+044] 215 inets B
E@1SE5ZA| SECD CHF ECH, EEF 2T empty
EO1SEEEC| » 70 B0 JGE SHORT MSLDAPSZ.&818853A ETE empty @
SE15B52E| 83F9 FF CHP ECH, -1 STE empty 1
EA15EES1| w74 BE JE SHORT NSLDAPSE. £B1SEE35 ST5 el
SE12B522| 83C9 FF OR ECX,FFFFFFFF BL
£A1ZEE3E| vEE 23 JHP SHORT MSLDAPSZ2.E£015EEEE FST 46828 C
£B1SEES2| SBCD CHP_ECH, EEP Fiul B2oF P
SE1ZESEA|~ T4 17 JE SHORT HSLOAFSZ.SH13BESS
cE1EEEEC) BE DE4D&z1@ FaL EHX 124002 =
ER1SREAT] FFEQ Irill
Address |Hex dum AscII rLE1VAFY(wpld i [RETURM to kerne o
L = " HE1Z2FFCE| FCP5E228) (80 [ntdl L. FC9EEZ22E
SE12B4ES PEINEE 24 GC| 08 BE C2 2B §i=s. F BE12FFCC| FFEEFFFF
SE12B4FE| FS BF 24 42| @1 8@ 8@ 29 J#aEB BE12FFOE| FFFOFEGEE| . =:a
SE1SB4FS| FC 24 28 B2 @1 81 88 aa |$[ﬂEE BE12FFO4| SES4DEED $_TQ
SE15BEE6R| 20 74 24 22|80 BC 24 2C lt$[lJ$. BE12FFO2| BE1ZFFCS u"¢
SE1SBEES) B4 B8 @A 29 5C 24 2C F3| #..E%5,2 BE12FFOC| 29BEESiG }qﬂi
SH12B516A| A5 BY Bl Bl |68 88 20 74 ﬁﬂ@ﬁ..lt BO12FFEGR| FFFFFFFF S End of SEH ch
G@188518 24 28 20 BC =4 30 85 0@ 3 1730, BE1ZFFE4| 7CE39ADS|$05:[SE handler
SR ) B [E9|Eh 2 o B SR Tl onicrres| poaireen cpuilkerne lap, poal T
tModule C:APROGRA™1MGooglehG00GLE ~14WE0ECEZ 1. DLL | | Pauzed

From Thunderbird 2.0.0.23



Summarize the condition

The address of the stack where buffer overflow occurs is known.
The address of the FinalExceptionHandler in ntdll.dll is known.
A process has a module not protected by /SafeSEH

“add esp + retn” instructions which matches followings can be
found in the module.

— The amount of “add esp” rewind is larger than the stack made by
windows exception dispatcher.

— The amount of “add esp” rewind is smaller than the stack size when
the exception handler is called.

The address of VirtualAlloc and memcpy is known ( or some
alternatives can be used).

Attacker can write 0x00 on the stack by using buffer overflow, which
means string functions can’t be used to exploit. ( At least the
method | showed here can not be used if this doesn’t match)



Demonstration

Demonstration on Windows 7

| assumed that “add esp,0x0c24 — retn” can be
found in a non /SafeSEH protected module.

/GS, Software DEP , Hardware DEP, SEHOP are
all enabled.

ASLR is disabled.



Importance of ASLR

* Makes it difficult to recreate proper SEH chain

 Makes it difficult to find “add esp + retn”
instructions at a fixed address.

 Makes it difficult to set FinalExceptionHandler
address in the last element of SEH chain.



Protections

/GS + SafeSEH

Conclusion

Windows XP SP3

Exploitable by using
data area as an
exception handler

Windows Vista SP1

Exploitable
by using data area as an
exception handler

Windows 7

Exploitable
by using data area as an
exception handler

/GS + SafeSEH + Software
DEP

If all modules are
SafeSEH protected its
difficult to exploit

If all modules are SafeSEH
protected its difficult to
exploit

If all modules are SafeSEH
protected its difficult to
exploit

/GS + Software DEP +
Hardware DEP

Exploitable by Return-
into-libc or Return-
oriented programming

Exploitable by Return-into-
libc or Return-oriented
programming

Exploitable by Return-into-
libc or Return-oriented
programming

/GS + Software DEP +
SEHOP

Exploitable by recreating
proper SEH chain

Exploitable by recreating
proper SEH chain

/GS + SafeSEH + SEHOP

Exploitable by recreating
proper SEH chain and using
data area as an exception
handler

Exploitable by recreating
proper SEH chain and using
data area as an exception
handler

/GS + Software DEP +
SEHOP + Hardware DEP

Exploitable by recreating
proper SEH Chain and using

data area and return-oriented

programming

Exploitable by recreating
proper SEH Chain and using
data area and return-
oriented programming

/GS + SEHOP + ASLR

Difficult to exploit

Difficult to exploit

/GS + Software DEP +
SEHOP + Hardware DEP +
ASLR

Difficult to exploit

Difficult to exploit




ASLR + DEP

e “Bypassing Browser Memory Protections”
( Alexander Sotirov, Mark Dowd ) shows how
to bypass them.

e Butit was without SEHOP



Questions?



