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- adb (Android Debug Bridge) Z{#EHUTT /{1 ANSEUS.
- IEDRKON—Y T LA ZRENBAT>O-RT 3,

e adb Z{ERI3(CIFZERIIC Android SDK Z4 > AR=ILUTHEEN DD,
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o Stepl. FINAALAIAM=NENTVWBINYT—-SDFIVY
— “pm list packages” (X RT /N RICHD)/\WT—TZFNETES,
— " AT WIS (CREET BT T B,
jcnuts@jcnuts:~$ adb shell pm list packages -f | grep google

package:/data/app/com.google.android.apps.books-1.apk=com.google.android.apps.books
package:/data/app/com.google.android.apps.docs-1.apk=com.google.android.apps.docs

e Step2. T/\AZANSHR/\wr—> (APK) OAD>O-R
— “pull” AV REF/Nwr—% PC (ZF9>0-R (pull) TE3,

jcnuts@jcnuts:~/re_apks$ adb pull /data/app/com.google.android.apps.maps-2.apk
953 KB/s (28180726 bytes in 28.863s)

jcnuts@jcnuts:~/re_apks$ 1s

com.google.android.apps.maps-2.apk

jcnuts@jcnuts:~/re_apks$
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e apktool (& FETZSF(CT BIcDBEEEZ L\ DMMEA TL\B,
— DY=2074INOYZITIANI7AIINOFTI—R,
- DEXJ74)VZsmaliZit (baksmali) »
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1 "< = U o 1 |<?xml version="1.0" encoding="utf-8" standalone="no"?>4 =
2 + 2 |<manifest xmlns:android="http://schemas.android.com/apk/res/android” andruid:instaEl
3 5 3 <uses-feature android:name="android.hardware.telephony” android:required="fals
I 4 4 3 4 <uses-feature android:name="android.hardware.wifi" android:required="false"/>
5 4 5 |<uses-feature android:name="android.hardware.location” android:required="false"/>
6 . L N 4\ Y - 6 |<uses-feature android:name="android.hardware.location.gps" android:required="false

| 7| & 7 <supports-screens android:xlargeScreens="true"/>.

| 8| P« 8 <uses-permission android:name="android.permission.CALL_PHONE"/>.

W9 x= <uses-permission android:name="android.permission.INTERNET"/>s

W 18] 1= <uses-permission android:name="android.permission.WRITE_SETTINGS"/>.

W 11 L« <uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"/>.

I 12 T Y v- - + <uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION"/>v

W 13 Bt 7 2 1 < H R d j 1 + <uses-permission android:name="android.permission.ACCESS_MOCK_LOCATION"/>.

|| 14 1 2 r I 4 3 z & " <uses-permission android:name="android.permission.ACCESS_FINE_LOCATION"/>.

I 15/minSdkVers n targetSdkVersion name <uses-permission android:name="android.permission.ACCESS_FIND_LOCATION"/>.

l|16|xlargeScre s protectionlevel icon 1 <uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/>.

[17|launchMlode screenlOrientation hardware <uses-permission android:name="android.permission.ACCESS_NETWORK_STATE"/>.

| 18Jconfiglhanges windowSoftInputMode mim <uses-permission android:name="android.permission.READ_PHONE_STATE"/>.

! 19(permission android *http://schemas.and <uses-permission android:name="android.permission.CHANGE_CONFIGURATION"/>.

" 2«‘9\"\5 1.1-18197127 uses-sdk uses-feature <uses-permission android:name="android.permission.GET_ACCOUNTS"/>. =

v
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e apktool (& FEDUINSHFIIO—-RTES :
https://ibotpeaches.qgithub.io/Apktool/

Jcnuts@Jcnuts ~/re_apks$ apktool d sample.apk

: Using Apktool 2.0.0-RC2 on sample.apk

: Loading resource table.

: Loading resource table...

: Decoding AndroidManifest.xml with resources...

: Loading resource table from file: /home/jcnuts/apktool/framework/1.apk
: Regular manifest package...

: Decoding file-resources...

: Decoding values */* XMLs.

: Baksmaling classes.dex.

Cleanlng up unclosed leFlle for archive /home/jcnuts/apktool/framework/1.apk
I: Copying assets and libs.

I: Copying unknown files...

I: Copying original files...

jcnuts@jcnuts:~/re_apks$
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e Stepl. APKIJ74IVHh5DEXDHES
— APKIJ71 )% ZIPRER 93¢ classes.dex H'EVETE3,

jcnuts@jcnuts:~/re_apks/sample_unzipped$ 1s -1

total 5924

-rw-rw-r-- 1 jcnuts jcnuts 15404 Aug 18 15:55 AndroidManifest.xml
drwxrwxr-x 8 jcnuts jcnuts 4096 Oct 27 11:43 assemblies
drwxrwxr-x 4 jcnuts jcnuts 4096 Oct 27 11:43 assets
-rw-rw-r-- 1 jcnuts jcnuts 4689744 Aug 18 15:56 classes.dex
-rw-rw-r-- 1 jcnuts jcnuts 54 Aug 18 15:56 environment
drwxrwxr-x 5 jcnuts jcnuts 4096 Oct 27 11:43 1ib
drwxrwxr-x 2 jcnuts jcnuts 4096 Oct 27 11:43 META-INF
-rw-rw-r-- 1 jcnuts jcnuts 157 Aug 18 15:56 NOTICE
drwxrwxr-x 3 jcnuts jcnuts 4096 Oct 27 11:43 org
drwxrwxr-x 22 jcnuts jcnuts 4096 Oct 27 11:43 res

-rw-rw-r-- 1 jcnuts jcnuts 450624 Aug 18 15:55 resources.arsc
jcnuts@jcnuts:~/re_apks/sample_unzipped$
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e Step2. DEXH'SIJARADZEHA
— DEXhBJARZZIET B(C(X dex2jar Z{EHT 3,
— dex2jar (FLLTOUZIHMS AFO]EE
https://github.com/pxb1988/dex2jar

jcnuts@jcnuts:~/re_apks/sample_unzipped$ 1s -1
total 10448

-rW-rw-r-- jcnuts jcnuts 15404 Aug 18 15:55 AndroidManifest.xml
drwxrwxr-x jcnuts jcnuts 4096 Oct 27 11:43 assemblies
drwxrwxr-x jcnuts jcnuts 4096 Oct 27 11:43 assets

-rW-rw-r-- jcnuts jcnuts 4689744 Aug 18 15:56 classes.dex
-rW-rw-r-- jcnuts jcnuts 4630701 Oct 27 11:49 classes-dex2jar.jar
-rW-rw-r-- jcnuts jcnuts 54 Aug 18 15:56 environment

drwxrwxr-x
drwxrwxr-x
-PW-rw-r--
drwxrwxr-x

jcnuts jcnuts 4096 Oct 27 11:43 1ib

jcnuts jcnuts 4096 Oct 27 11:43 META-INF
jcnuts jcnuts 157 Aug 18 15:56 NOTICE

jcnuts jcnuts 4096 Oct 27 11:43 org
drwxrwxr-x jcnuts jcnuts 4096 Oct 27 11:43 res

-PW-rw-r-- jcnuts jcnuts 450624 Aug 18 15:55 resources.arsc
jcnuts@jcnuts:~/re_apks/sample_unzipped$
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https://github.com/pxb1988/dex2jar
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e Step3. JARNSclassI71IIVDEUS
— ClassJ71 IV zBS 93 B(CJARZEER (JARIZZIPREIERICARERAIRE) o

e Step4. classJ7AILhBjavaNDFTI2INA)L

— ClassJ7A )L h5javad7 1)1 ILICIE Java Decompiler (ID-GUI)%{&E
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— Java Decompiler (U IS ATFOIEE -
http://jd.benow.ca/
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e Androguard (https://github.com/androguard/androguard)

- Androguard (& Android 77Uz 312DV —)L T, £T Python Tigit
SNTWL3,

— CODE BLUE 2016 T#B7TUIz AndroBugs £ Androguard Z{ERLTW3,
— Androguard (7 TOEEATOBELICIRII DEIEEEN 3D,

e Santoku Linux (https://santoku-linux.com/)
— Santoku Linux (SENAIWITAL>DvI0EEMT, TF1VT4TANZITIHED
Linux 74ANJE1—-23>D 1 D,
- RSA Conference 2014 THEINL,

— BENAIWFTINA RO T TUDOTAL > w08, TF1UT4T AN T BORRN
W—)LH A > A M=)LEN T3,
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o IBEARSEMFHES AT A CVSS v3illER
— https://www.ipa.go.jp/security/vuln/CVSSv3.html
e Common Vulnerability Scoring System, V3 Development Update
— https://www.first.org/cvss
e Dalvik bytecode
— https://source.android.com/devices/tech/dalvik/dalvik-bytecode.html
e Cuckoo Sandbox
— https://cuckoosandbox.org/
o Viper
- http://www.viper.li/
e AndroBugs
- https://github.com/AndroBugs/AndroBugs Framework

e Androguard OFEVAHICDVWTHIDEWSE(L. TiEzEE .
e Part 1 - Reverse engineering using Androguard
— http://www.technotalkative.com/part-1-reverse-engineering-using-androguard/
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