
FFFRI,Inc..

1



FFFRI,Inc..

2



FFFRI,Inc..

3



FFFRI,Inc..

4



FFFRI,Inc..

5



FFFRI,Inc..

6



FFFRI,Inc..

7



FFFRI,Inc..

8



FFFRI,Inc..

9



FFFRI,Inc..

10



FFFRI,Inc..

11



FFFRI,Inc..

12



FFFRI,Inc..

13



FFFRI,Inc..

14



FFFRI,Inc..

15

ECU

Web
Server

DB ECU

Web
Server

DB



FFFRI,Inc..

16

ECU

Web
Server

DB ECU

ver

DBDB

Web
Server



FFFRI,Inc..

17

ECU

Web
Server

DB CUECUDBDB

Web
Serve



FFFRI,Inc..

18



FFFRI,Inc..

19

•

•

•

•

•



FFFRI,Inc..

20



FFFRI,Inc..

21

M1 – Improper 
Platform Usage

M2 – Insecure Data 
Storage

M3 – Insecure 
Communication

M4 – Insecure 
Authentication

M5 – Insufficient 
Cryptography

M6 – Insecure 
Authorization

M7 – Client Code 
Quality

M8 – Code 
Tampering

M9 – Reverse 
Engineering

M10 – Extraneous 
Functionality



FFFRI,Inc..

22

M1 – Improper 
Platform Usage

M2 – Insecure Data 
Storage

M3 – Insecure 
Communication

M4 – Insecure 
Authentication

M5 – Insufficient 
Cryptography

M6 – Insecure 
Authorization

M7 – Client Code 
Quality

M8 – Code 
Tampering

M9 – Reverse 
Engineering

M10 – Extraneous 
Functionality



FFFRI,Inc..

23

M1 – Improper 
Platform Usage

M2 – Insecure Data 
Storage

M3 – Insecure 
Communication



FFFRI,Inc..

24

M1 – Improper 
Platform Usage

M2 – Insecure Data 
Storage

M3 – Insecure 
Communication



FFFRI,Inc..

25

M1 – Improper 
Platform Usage

M2 – Insecure Data 
Storage

M3 – Insecure 
Communication



FFFRI,Inc..

26

M1 – Improper 
Platform Usage

M2 – Insecure Data 
Storage

M3 – Insecure 
Communication



FFFRI,Inc..

27

M1 – Improper 
Platform Usage

M2 – Insecure Data 
Storage

M3 – Insecure 
Communication



FFFRI,Inc..

28

M1 – Improper 
Platform Usage

M2 – Insecure Data 
Storage

M3 – Insecure 
Communication



FFFRI,Inc..

29



FFFRI,Inc..

30



FFFRI,Inc..

31



FFFRI,Inc..

32



FFFRI,Inc..

33



FFFRI,Inc..

34



FFFRI,Inc..

35



FFFRI,Inc..

36



FFFRI,Inc..

37



FFFRI,Inc..

38



FFFRI,Inc..

39



FFFRI,Inc..

40

HTTPS 

HTTP 

SSLException

TrustManager

HostnameVerifier



FFFRI,Inc..

41

HTTPS 

HTTP 

SSLException

TrustManager

HostnameVerifier

HTTP

SSLException

TrustManager

HostnameVerifier



FFFRI,Inc..

42

HTTPS 

HTTP 

SSLException

TrustManager

HostnameVerifier

HTTPS

SSLException

TrustManager

HostnameVerifier



FFFRI,Inc..

43

HTTPS 

HTTP 

SSLException

TrustManager

HostnameVerifier

HTTPS

HTTP

TrustManager

HostnameVerifier



FFFRI,Inc..

44

HTTPS 

HTTP 

SSLException

TrustManager

HostnameVerifier

HTTPS

HTTP

SSLException



FFFRI,Inc..

45



FFFRI,Inc..

46



FFFRI,Inc..

47



FFFRI,Inc..

48

Critical

(M1) (M2) (M3)

A Yes 11 5 1 5

B No 5 3 1 1

C No 5 2 1 2

D No 5 2 1 2

E Yes 4 0 0 4

F Yes 4 1 1 2

G Yes 3 0 0 3

H Yes 2 1 0 1

I Partial 1 0 0 1

J Yes 1 0 0 1

K Partial 0 0 0 0
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