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System Call £3&737% (i386)

* INT (Linux, FreeBSD, Windows 2000)
24 1A A

« SYSENTER (Linux?, Windows XP)
BEVATLO—)L
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INT (245 System Call D ZEEHFIKH
CPU
* INT = %IIL)J‘AH EAX:
i ‘ EBX:...
o« BB RYIZ I RE K <_ INT 0x80
. IDTR: ???? User
(FRUBEHE2EVNALNAPHTEY)

@ Kernel
syscall:

Interrupt Descriptor Table(IDT)

&8 .. TFEFLR
0x00 ... ... IRET

0x80 ... syscall
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o IDTEWSAEYMEEIZEIY A NIKRSDT

KLADHS

e Windows T+ 2000 LLEIZ INT Z{HEFE

 trap gate(FreeBSD), interrupt gate(Linux)
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» System Call A% L. BFRIELTHS
(#‘)I“i%?&b‘%l,\?_'){bg-cij-)

CPU

EAX: .. <: SYSENTER
N User

SYSENTER*MSR: ??7??
SYSENTER*MSR: ??2??
SYSENTER*MSR: ??2?? >

Kernel

syscall:

SYSEXIT
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c INTOEXIERREFYINEL AEYTY
TXALE D TER

« Pentium Il TEBLI-GH

» Windows XP L& (Linux®?)I&Z o5

o CCHIIDEFMNELLENYT=LAIL Intel D
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¢ BIELT REYIN—ADINYT7 Stack
A—/\—20O—[ZDU\THeET ‘

¢ TfL\T:L\:/I)L:_FW-G:/X%A Return Address
= _)LEEFﬁTé AI_ocal Buffer

. ChAEIETERE, STa—k =
METTETTHIHE T &/ —

overwrite

« OpenBSD M WAX &=L MEX5D INT 0x80
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OpenBSD [FHFE TS

386 CIEHFELZLVOSH Z LV (WindowsEhY)
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FreeBSD 1386
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« EFZIAHREHEDHDAT!)FEEHD Shell Code

5 System Call DFENHLEZ1E
‘
AEYD
BEFIVY

INT Ox80

o MUHLITDT7FLRFAZYY L

(:5360)—6\ C#’Lé‘—éﬁ&‘é User
« O—FERICEERAHBMARE = Kernel
é}f’L'—CL\fd:L\E;'.%*lJ}EH INtOx80_syscall
. ngyglt—jo&—xmj-—/ \—7 Check called addr

O—MFEELTLH. ERANEEC
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CPU
EAX: ...
EBX:...

IDTR: 2222 <:: [N 25 Eeit
. User

— Kernel
@ syscall:
Interrupt Descriptor Table(IDT) ...

&8 ... 7FLR
0x00 ... . IRET

0x80 ... syscall
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CPU

[ IDTRZH & EAX: ...
EBX:...

IDTR: ????] <— INT Ox80
- User

Kernel
@ fsyscall: ) _*

Interrupt Descriptor Table(IDT) ] JI—FEEHX ]
&S .. F7FLR

| IRET |

0x00 ... ...
F|YAFIAINUR ]\
SNEZTHZ

Ox80 ... | syscall
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« I—RILED2A—ILELTHOEEMNTIRE
. fHE (setidt()ZMESTE1T)

setidt(IDT_SYSCALL, &DTVEC(my_intOx80_syscall), SDT_SYS386TGT,
SEL_UPL, GSEL(GCODE_SEL, SEL_KPL)):

e A—HHIMLTNIX. I—RILDBEJLEMN
AELGDT, FRITEAIT ENAHFES

— a7 ha—KIZ&E!
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ijstem Call Protection
Off

System Call Protection
On

frechsdf# ./c Xec ack
EXECPROTECT: pid = eip OxbfbfealS?7, code 36
Killed

freebsd# ./codeexec

EXECPROTECT: pid '__-_:r';ip Ox804bh007, code 36 Z@“jg/t—jif
System Call HFERZZL

.2-RELEASE FreeB3D 6.2-RELEASE #0: Fri Jan 1
2007 rootflidessler.cse.buffalo.edu: /usr/obj
SENERIC 1386
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« 10FPR(ZAR][E] getpid() ZZIERSHET A
 System Call [2&DHFA—/\—~vZETEl
¢ 7.7% MDINTA—TIRIETF

System Call Protect
N B3 INDA—T R
24 059,220 22,195,394 | 92.3%
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 ab(apache benchmark) T1#&»7-U[ZALIE
TEAVIDITANRZETA

* ab -n 10000 —c 5 http://target:80/

¢ 3.1% M/INTH#—IRAIETF

System Call Protect
3N B3 INDA—TI R
873.7 8470 | 96.9%
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« EEDT TV r—30 TIEL 3~TNIEED /N
A= RAEBETHFEINDS

« 3—4 k% vmware ETEIMNLI=D T, [EIZ
RIEEFENE

« connect()*exec()F D &% System Callhd
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« OpenBSD WX ZZEEITNILFTEE
« 1=1=L. mips FTIIEEMNFAIEE, TOL \of=
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