
AVAR 2009@kyoto

FFR GreenKiller
Automatic kernel-mode malware analysis system

Junichi Murakami,
murakami@fourteenforty.jp

Director of Research, 
Fourteenforty Research Institute, Inc.





Background

Rootkits, Part1of 3: The Growing Threat(McAfee Avert Labs)
http://www.mcafee.com/us/local_content/white_papers/threat_center/wp_akapoor_rootkits1_en.pdf
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Software BP vs. Hardware BP

• Software BP
– Replace original byte with int3(0xcc)
• Processor generates an #BP when int3 is hit

– No limit on number of BPs

• Hardware BP
– Use Debug Register(DR0-DR3)
– Needless to modify original code
– Only 4 BPs simultaneously
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That’s all?

• No, we have to consider multiple context 
for callbacks

• Driver is a plug-in for the kernel
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Ex)PsSetCreateProcessNotifyRoutine
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Callbacks(cont.)

• IRP Handlers
• DPC Routines
• Registry Callbacks
• Fs/Ndis/Tdi filters
• PsSetCreateProcessNotifyRoutine
• PsSetLoadImageNotifyRoutine
• PsCreateSystemThread
• etc.
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Output

[DriverEntry]
0xfd965012: DbgPrint(“DriverEntry: 0x%lx¥n”)
0xfd065054: IoCreateDevice(“¥¥Device¥m3z1”)
0xfd065067: IoCreateSymbolicLink(“¥¥Device¥m3z1”, “¥¥DosDevices¥m3z1”)
0xfd06508c: PsSetCreateProcessNotifyRoutine(CB#1)

[DriverUnload]
0xfd9650c0: IoDeleteSymbolicLink(“¥¥DosDevices¥m3z1”)
0xfd9650cc: IoDeleteDevice

[CB#1: PsSetCreateProcessNotityRoutine]
0xfd965134: PsGetCurrentProcessId
0xfd965140: DbgPrint(“CreateProcessCallback %d %d %d¥n”)
0xfd96710c: ExFreePool
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Limitation

• Require Intel-VT

• Require an Agent in guest’s ring3
– Request for quick hack :)

• Limited API support
– Callback, Argument recognization
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Related Work

We can detect memory-patching by malware

• Viton, Hypervisor IPS(BlackHat USA 08)
– Manipulate Guest PageTable/PageTableEntry,

– To protect memory patching by malicious driver

JP: http://www.fourteenforty.jp/research/research papers/bh-japan-08-Murakami.pdf

EN: http://www.fourteenforty.jp/research/research papers/bh-usa-08-Murakami.pdf
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Q & A
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