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Source:  
2001-2005 : McAfee Sage vol.1 issue 1 
2007 : Panda Research (http://research.pandasecurity.com/malwareformation-statistics/)
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Type of system Traditional Innovative
(Based on virtual 
environments)

Getting useful information Insufficient Good

Analyzing a kernel mode code Insufficient Good

Analyzing a spreading malware. Insufficient Good

Not affected by VM detection techniques Good Insufficient
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Stealth Breakpoints  
http://www.acsac.org/2005/abstracts/72.html
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Using the File system filter driver
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Using the page protection  
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Process memory has not been modified yet.
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Process 
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Thread 
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Thread 
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Thread 
(not tainted)

Waiting WaitingRunning on processor

Currently, process memory is read-only.  

If a thread tries to write somewhere,  
the processor causes an exception.  
egg catches this exception as taint event.
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Process memory protection is restored.
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Type of system egg Traditional Innovative
Getting useful information Good Insufficient Good

Analyzing a kernel mode code Better Insufficient Good

Analyzing a spreading malware. Good Insufficient Good

Not affected by VM detection techniques Good Good Insufficient
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Thank you!

Senior Software Engineer
Satoshi TANDA  <tanda@fourteenforty.jp>


