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AV Test: Statistics –New Malware- (Nov. 05 2014 viewed) 
http://www.av-test.org/en/statistics/malware/
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We need dynamic and automated malware analysis 
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Obi wan said, “Use the sandbox, Luke” 
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Sophisticated malware strike back 
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 What do you think?
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Case study: Citadel 
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Host-fingerprinting(cont’d)
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VM/Sandbox detection 
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Citadel behavior of host/environment inconsistency
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Citadel runtime activities
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Aim of evasive malware 
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Motivation
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TAXONOMY OF ANTI-SANDBOX 
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Taxonomy of anti-sandbox techniques 
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Sandbox (debug/sandbox/vm) detection 
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Artifact fingerprinting 
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Execution environment fingerprinting 
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Execution timing detection
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Targets of today’s presentation 
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TENTACLE: DESIGN 
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Concept: malware palpation 
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Malware palpation
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Code Execution Integrity(CEI) 

 

 

 

 

Digest[i] = SHA1( fetched CPU instruction + Digest[i-1]  )
mov     $0x616b6157, %eax 
push    %ebx 
push    %eax 
mov     $4, %edx 
mov     $1, %ebx 

0xb857616b61 
0x53 
0x50 
0xba04000000 
0xbb01000000 

d[0] = SHA1(0xb857616b61) 
d[1] = SHA1(d[0] + 0x53) 
d[2] = SHA1(d[1] + 0x50) 
d[3] = SHA1(d[2]      
                      +0xba04000000) 
... 
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Execution branch detection

   in     eax, dx; 
   cmp    ebx, 

jne       notVmware
            jmp   isVmware
       notVmware: mov rc, 0 

  jmp done 
          isVmware: mov    rc, eax

   jmp done
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Retroactive condition analysis 

 

 
 

 

 sub esp, 1024 
 mov ebx, esp 
 push 400h 
 push ebx 
 push 0h 
 call GetModuleFileNameA 
 lea eax, MyPath 
 push eax 
 push ebx 
 call lstrcmpA 
 test eax, eax 
 push 0h 
 lea eax, MsgCaption 
 push eax 
 jz _ok 
 lea eax, NGMsgText 
 push eax 
 push 0h 
 call MessageBoxA 
 invoke ExitProcess, NULL 

_ok:  lea eax, OKMsgText 
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TENTACLE: IMPLEMENTATION 
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Tentacle implementation overview
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IA-32 CPU emulator-based sandbox
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IA-32 CPU Emulator: Virtual contexts
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IA-32 CPU Emulator: API emulation
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