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Digest[i] = SHA1( fetched CPU instruction + Digest[i-1] )

mov  $0x616b6157, %eax 0xb857616b61 d[0] = SHA1(0xb857616b61)
push  %ebx 0x53 d[1] = SHA1(d[0] + 0x53)
push %eax 0x50 d[2] = SHA1(d[1] + 0x50)
mov  $4, %edx 0xba04000000 d[3] = SHA1(d[2]

mov  $1, %ebx Oxbb01000000 +0xba04000000)
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sub esp, 1024
o TOTETENSHD. ETHEA o
DI & EDEA(CEE U IZAPL, push ebx

push Oh

kK =t
el ES call GetModuleFileNameA

lea eax, MyPath
push eax

o REARTOTCRETRICHENZITS

call IstrcmpA
- IER(CTENWRAT W TETRT U test eax, eax
77_ C‘:.% push Oh

lea eax, MsgCaption

- v NDO—OBEE—HTNTIC

%%T L/t_: Cl:. % lea eax, NGMsgText

push eax
push Oh
call MessageBoxA

invoke ExitProcess, NULL
_ok: lea eax, OKMsgText
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Disarmament #01: Artifact fingerprinting (C d[ D
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int _tmain(int argc, TCHAR* argv[])

{

int count = O;
delay();
if ( sbdetect_vmware_backdoor_port() > 0)
printf("VMWare backdoor port detected. | am on the virtual.");
}

if ( sbdetect_ vmware sysfO01() == 0 X
printf("vmmouse.sys detected. | am on the virtual.\n");
exit(1);
}
if ( sbdetect vmware sysf02() == 0 X
printf("vmmouse.sys detected. | am on the virtual \n");
exit(1);
}
if ( sbdetect vmware reg01() == 0 ){
printf("RegKey: \"SOFTWARE\\VMware, Inc.\\VMware Tools\"

detected. | am on the virtual \n");

exit(1);
}
//Malicious behavior
printf("malicious behavior\n”);
return O;
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sbdetect_vmware backdoor_port()

int sbdetect_vmware_backdoor_port(void)
{

intrc=0;

_try

{

__asm
{

mov eax, 'VMXh'
mov ebx, O;
mov ecx, OxA
mov edx, 'VX' // port
in  eax, dx; // read port
cmp ebx, 'VMXh' // Vmware echo ‘VMXh’
jne notVmware
jmp isVmware
notVmware:
mov rc, 0
jmp done
isVmware:
mov rc, eax
done:

}

}
__except(EXCEPTION_EXECUTE_HANDLER)

{

rc=0;

}
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sbhdetect_vmware_sysf01()

Il
/] Detect proven: Windows 7 32bit
/I Not detected: Windows 7 64bit
/l
int sbdetect_vmware_sysf01() {
DWORD ret;
TCHAR target[255] = "%WINDIR%\\system32\\drivers\\vmmouse.sys";
ret = GetFileAttributes(target);
if( ret 1= INVALID_FILE_ATTRIBUTES X
return O;

}

else{
return 1;

}
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sbhdetect_vmware_sysf02()

Il
/] Detect proven: Windows 7 32bit
/I Not detected: Windows 7 64bit
/l
int sbdetect_vmware_sysf02() {
DWORD ret;
TCHAR target[255] = "%WINDIR%\\system32\\drivers\\vmhgfs.sys";
ret = GetFileAttributes(target);
if( ret 1= INVALID_FILE_ATTRIBUTES X
return O;

}

else{
return 1;

}




Disarmament #01

Zm C:¥Windows¥system32¥cmd.exe
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[temtacle 3 File: ../Release/Samp|efnt iSandbox01.exe
AN | ne vanl ‘ | a envyl l'lflf'l[l'l%l'lf

[temtacle] palpatuior |#|'||‘| OII ﬂJf ifact exp
[tentacle] Anti-sandbo

[temtacle] palpatuiond(]
|[tentacle] Detect reason: WMWare backdoor port

[temtacle
[tentacls

[temtacle] p 1|r atuionf(3
[tentacle =ct reason: WINDIR¥system32¥drivers¥vmhaf
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Disarmament #02: Disk GUID ZFHUWL\f= > I\FF

7|-§ J 7 Z @ﬁ%o) %#Fﬁ fE-I,Start sub esp, 1024

mov ebx, esp

sub esp, 4
.386 mov eax, esp
.mc_>del ﬂat,stdcgll push eax
pptlon casemap.npne . . push ebx
!nclude \masm32\!nclude\wmdows.!nc lea eax, DriveC
include \masm32\include\kernel32.inc push eax

includelib \masm32\lib\kernel32.lib
include \masma32\include\user32.inc
includelib \masm32\lib\user32.lib
.data

call GetVolumeNameForVolumeMountPointA
lea eax, VolumeC
push eax

_ . push ebx
DriveC db"C:\",0 call IstrcmpA

VolumeC db "\\?\Volume{8e7e8884-600d-11e4- test eax. eax
ae07-806e6f6e6963}\", 0 push Oh,
MsgCaption db "MESSAGE", 0
OKMsgText db "Normal Message", O
NGMsgText db "Detect Message", O

lea eax, MsgCaption

push eax

jz _ok

lea eax, NGMsgText

push eax

push Oh

call MessageBoxA

invoke ExitProcess, NULL

.code

ok:
lea eax, OKMsgText
push eax
push Oh
call MessageBoxA
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Disarmament #02
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.IE ¥¥2%o lume {b753a495-0bc0-11e4 - Hllr 3068166963 | ¥
AP : +r| nu

Pa

Ret r0df+|f~ unnd|f|mn analysis
1028

10

h3ad95-0bc0-11ed4-bf05-806e616e6963 ¥
% #“nlumPIWHTeHLP4 -600d-11ed4-ae07-8C
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FF
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.386

.model flat,stdcall

option casemap:none

include \masm32\include\windows.inc
include \masm32\include\kernel32.inc
includelib \masm32\lib\kernel32.lib
include \masma32\include\user32.inc
includelib \masm32\lib\user32.lib
.data

MyPath  db "C:\x\sample2.exe", 0
MsgCaption db "MESSAGE", 0
OKMsgText db "Normal Message", 0
NGMsgText db "Detect Message", 0

.code
start

ok:

end start

sub esp, 1024

mov ebx, esp

push 400h

push ebx

push Oh

call GetModuleFileNameA
lea eax, MyPath

push eax

push ebx

call IstrcmpA

test eax, eax

push Oh

lea eax, MsgCaption
push eax

jz _ok

lea eax, NGMsgText

push eax

push Oh

call MessageBoxA

invoke ExitProcess, NULL
lea eax, OKMsgText

push eax

push Oh

call MessageBoxA

invoke ExitProcess, NULL



Disarmament #03

se/Samp | efnt i Sandbox04 . exe
[temtall FUHMIH: 1Ml||3 env | ronment

[temtacle] palpatuion#00 All artifact e P
[tentacle] Retroactive condition analysis
OUND: 00401022 TEST EAX, EAX
FOUND: 00401015
APT: GetModuleFi|leNamed
ARGS: c:¥Users¥chubachi-devel¥Documents¥tentac|e¥Release¥Samp | ednt i Sandbox(4 . e

API: |strcme
|ﬁFH°' c: ¥Users¥chubachi-deve | ¥Document s¥tentac|e¥Re | ease¥Samp | ednt i SanC: ¥x¥sam
ple? . exe
APl: |s st remp
ARGS: C:¥x¥sample?.exe
[tentacle ] 1t‘jk:- evasion maneuver detectec
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