
Exploring the x64 

  
 
 





 

• Windows 7 x64 Edition 
• Visual Studio 2008 
• Windbg 
• IDA Pro Advanced 

– Standard Edition x64  
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• Windows  x64 
• ABI(Application Binary Interface) 

• API Hooking 
• Code Injection 
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Windows x64 

• Native x64 WoW64 
•  
– 2^64 = 16 Exa Byte ( Exa: 10^18) 
– 16TB  

•  
• 64-bit API 
– IsWow64Process, GetNativeSystemInfo, etc. 
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ABI 

•  
•  
•  
•  
• (x64, WoW64) 
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• 64-bits  
– IMAGE_NT_HEADERS.IMAGE_OPTIONAL_HEADER 

• ImageBase 
• SizeOfStackReserve 
• SizeOfStackCommit 
• SizeOfHeapReserve 
• SizeOfHeapCommit 
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• 4 RCX, RDX, R8, R9
5  

•  
• x86 RAX  
•  

–  
– PE32+  

•  
– RAX, RCX, RDX, R8-R11 
–
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•   
– x86  
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 x86  















 

•  
•  
–  
–  
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fs:[0C0h] 
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• FS TEB(Thread Environment Block)  









GDT[0x30]  

• : 0x000`00000000 
• : 0x000`00000000 
• : CODE, Read, Execute and Accessed 
• : 3( ) 
• L (64-bit ) flag: 1 
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: WoW64 x64 API  

• x86 x64  
– jmp 0033:XXXXXXXX 

• API  
– rax:  
– rdx:  
– syscall 

• x64 x86  
– call 0023:XXXXXXXX 
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API Hooking 

• IAT Hooking 
– x86  

• Code Hooking 
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• Windows  x64 
• ABI(Application Binary Interface) 

• API Hooking 
• Code Injection 
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