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API—J)L

{

1

“cal ls”:

“category”: “swstem”,

“status”: "FAILURE™,

“return™: “0xc00001357,

“timestamp: "2013-02-28 12:03:49,4787,
“thread_id”: "4207,

“repeated”: 10,

“api” “LdrloadDl 17,

“arguments”: [

[

I "rame™: "Flazs”, "walus™: "12429167 1,
I "rame™: FileMame”, “walue™: “Cr¥¥WINDOWSYYsyvstemd2¥¥VEEJRE.OLL™ 1,
I "mame”: "Basebddres=", Twalue”: "0x000000007 1

“catezory”: Tregistry’,

“status”: TSUCCESS”,
“return”: 0000000007,
"timestamp”: "2013-02-28 12:03:49,5287,
“thread id”: 74207,
“repeated”: 0,
Tapi”: "NtOperkey”,
“argumentz": [
[ "name”: "KewvHandle”, “wvalue™: ”UXUQUQUU58” I,

U "rame”: "Desiredbccess”, “value™: 717 1,

I "rame”™: "Ohjectdttributes”, "value™: "Regist rv¥¥MACHINEYYSystem¥¥Curre
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malware 0.0 benign
<€ I >
0.25 NtClose NtClose NtClose 0.75
1
0.75 | NtWriteFile LdrLoadDIl NtDelayExecution | 0.25
0.73 NtCreateProcess NtClose NTtCIose 025
1
0.5 NtAllocateVirtualMemory ... ... U:5
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[foo@nolife classifier]$ ./dump --input model --label
api_call$VirtualProtectEx_VirtualProtectEx VirtualProtectEx@space#log_tf/bin
api_callfRegOpenKeyExA_NtOpenKey NtOpenKey@space#log_tf/bin
api_call$NtReadFile NtReadFile NtFreeVirtualMemory@space#log_tf/bin
api_call$LdrLoadDIl_LdrGetProcedureAddress_VirtualProtectEx@space#log_tf/bin
api_call$LdrLoadDIl_RegOpenKeyExA_ NtOpenKey@space#log_tf/bin
api_call$DeviceloControl_LdrLoadDIl_RegOpenKeyExA@space#log_tf/bin

0.181128
0.142254
0.137144
0.134443
0.130287
0.130287
0.122363
0.102545
0.102485
0.0983165
0.0966545
0.094639
0.0933827
0.0905402
0.0903766
0.0884724
0.0853282

api_call$VirtualProtectEx_LdrLoadDIl_LdrGetProcedureAddress@space#log_tf/bin
api_call$NtFreeVirtualMemory LdrGetDIIHandle NtCreateFile@space#tlog_tf/bin
api_callfRegCloseKey RegCloseKey RegCloseKey@space#log_tf/bin
api_call$NtReadFile NtFreeVirtualMemory LdrLoadDIl@space#log_tf/bin
api_call$NtSetInformationFile_NtReadFile NtFreeVirtualMemory@space#log_tf/bin
api_call$NtMapViewOfSection_NtFreeVirtualMemory NtOpenKey@space#log_tf/bin
api_call$NtFreeVirtualMemory LdrLoadDIl LdrGetProcedureAddress@space#log_tf/bin
api_call$DeviceloControl _DeviceloControl_NtWriteFile@space#log_tf/bin
api_call$DeviceloControl_NtWriteFile NtWriteFile@space#log_ tf/bin
api_callfRegOpenKeyExW_RegOpenKeyExW _LdrGetDIIHandle@space#log_tf/bin
api_call$LdrLoadDIl_LdrLoadDIl_LdrLoadDli@space#log_tf/bin
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[foo@nolife classifier]$ ./dump --input model --label “goodware”

0.268353 api_call$LdrGetDIIHandle LdrGetDIIHandle ExitProcess@space#log_tf/bin

0.268353 api_call$LdrGetDIIHandle ExitProcess NtTerminateProcess@space#log_tf/bin

0.259838 api_call$NtWriteFile LdrGetDIIHandle LdrGetDIIHandle@space#log_tf/bin

0.25887 api_call$NtWriteFile NtWriteFile LdrGetDIIHandle@space#log_ tf/bin

0.135514 api_call$NtOpenFile_NtOpenFile NtCreateFile@space#log_tf/bin

0.122445 api_call$DeviceloControl_LdrLoadDIl_LdrGetProcedureAddress@space#log_ tf/bin
0.12242 api_call$DeviceloControl_DeviceloControl _LdrGetDIIHandle@space#log_tf/bin

0.119231 api_call$GetSystemMetrics _LdrLoadDIl_NtCreateMutant@space#log_tf/bin

0.115319 api_call$DeviceloControl LdrGetDIIHandle LdrGetProcedureAddress@space#log_tf/bin
0.109306 api_call$LdrGetProcedureAddress NtOpenKey LdrLoadDli@space#log_tf/bin

0.105579 api_callfNtReadFile NtReadFile NtReadFile@space#log_tf/bin

0.104565 api_call$NtCreateFile NtCreateFile NtWriteFile@space#log_tf/bin

0.103304 api_callfRegOpenKeyExA_ LdrGetDIlIHandle LdrGetProcedureAddress@space#log_tf/bin
0.10306 api_call$VirtualProtectEx RegOpenKeyExA LdrGetDIIHandle@space#log_tf/bin

0.100701 api_call$NtFreeVirtualMemory NtFreeVirtualMemory GetSystemMetrics@space#log_tf/bin
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Contact: research-feedback@ffri.jp
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