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• N of N-gram 
– 3~5-gram > 2-gram = 6-gram 

• : 3-gram log_tf-bin
– TRP: 72.33% [71.58 ~ 73.07 % (95% )]
– FPR: 0.77%   [0.60 ~ 0.99% (95% )]

•
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[foo@nolife classifier]$ ./dump   --input  model   --label  “malware”
0.181128        api_call$VirtualProtectEx_VirtualProtectEx_VirtualProtectEx@space#log_tf/bin 
0.142254        api_call$RegOpenKeyExA_NtOpenKey_NtOpenKey@space#log_tf/bin 
0.137144        api_call$NtReadFile_NtReadFile_NtFreeVirtualMemory@space#log_tf/bin 
0.134443        api_call$LdrLoadDll_LdrGetProcedureAddress_VirtualProtectEx@space#log_tf/bin 
0.130287        api_call$LdrLoadDll_RegOpenKeyExA_NtOpenKey@space#log_tf/bin 
0.130287        api_call$DeviceIoControl_LdrLoadDll_RegOpenKeyExA@space#log_tf/bin 
0.122363        api_call$VirtualProtectEx_LdrLoadDll_LdrGetProcedureAddress@space#log_tf/bin 
0.102545        api_call$NtFreeVirtualMemory_LdrGetDllHandle_NtCreateFile@space#log_tf/bin 
0.102485        api_call$RegCloseKey_RegCloseKey_RegCloseKey@space#log_tf/bin 
0.0983165       api_call$NtReadFile_NtFreeVirtualMemory_LdrLoadDll@space#log_tf/bin 
0.0966545       api_call$NtSetInformationFile_NtReadFile_NtFreeVirtualMemory@space#log_tf/bin 
0.094639        api_call$NtMapViewOfSection_NtFreeVirtualMemory_NtOpenKey@space#log_tf/bin 
0.0933827       api_call$NtFreeVirtualMemory_LdrLoadDll_LdrGetProcedureAddress@space#log_tf/bin 
0.0905402       api_call$DeviceIoControl_DeviceIoControl_NtWriteFile@space#log_tf/bin 
0.0903766       api_call$DeviceIoControl_NtWriteFile_NtWriteFile@space#log_tf/bin 
0.0884724       api_call$RegOpenKeyExW_RegOpenKeyExW_LdrGetDllHandle@space#log_tf/bin 
0.0853282       api_call$LdrLoadDll_LdrLoadDll_LdrLoadDll@space#log_tf/bin 
...
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[foo@nolife classifier]$ ./dump   --input  model   --label  “goodware”
0.268353        api_call$LdrGetDllHandle_LdrGetDllHandle_ExitProcess@space#log_tf/bin 
0.268353        api_call$LdrGetDllHandle_ExitProcess_NtTerminateProcess@space#log_tf/bin 
0.259838        api_call$NtWriteFile_LdrGetDllHandle_LdrGetDllHandle@space#log_tf/bin 
0.25887 api_call$NtWriteFile_NtWriteFile_LdrGetDllHandle@space#log_tf/bin 
0.135514        api_call$NtOpenFile_NtOpenFile_NtCreateFile@space#log_tf/bin 
0.122445        api_call$DeviceIoControl_LdrLoadDll_LdrGetProcedureAddress@space#log_tf/bin 
0.12242 api_call$DeviceIoControl_DeviceIoControl_LdrGetDllHandle@space#log_tf/bin 
0.119231        api_call$GetSystemMetrics_LdrLoadDll_NtCreateMutant@space#log_tf/bin 
0.115319        api_call$DeviceIoControl_LdrGetDllHandle_LdrGetProcedureAddress@space#log_tf/bin 
0.109306        api_call$LdrGetProcedureAddress_NtOpenKey_LdrLoadDll@space#log_tf/bin 
0.105579        api_call$NtReadFile_NtReadFile_NtReadFile@space#log_tf/bin 
0.104565        api_call$NtCreateFile_NtCreateFile_NtWriteFile@space#log_tf/bin 
0.103304        api_call$RegOpenKeyExA_LdrGetDllHandle_LdrGetProcedureAddress@space#log_tf/bin 
0.10306      api_call$VirtualProtectEx_RegOpenKeyExA_LdrGetDllHandle@space#log_tf/bin 
0.100701        api_call$NtFreeVirtualMemory_NtFreeVirtualMemory_GetSystemMetrics@space#log_tf/bin 
...
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